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MypOMCKOTO CEJIbCKOTO MOCENICHHSI COTJIACHO MPUIIOKECHHUIO.
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IMosi0:xeHne 00 onpeaeieHMH Yyrpo3 0e30MACHOCTH MEPCOHATBbHBIX JAHHBIX MPH UX
00padoTke B MHPOPMAIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX AIMUHUCTPALNH
MypoMCcKoOro ceibCKOro nocejaeHus

l. Onpenesienust

B Hacrosi1eM JOKyMEHTE UCIONb3YTCS CAEAYIOIIE TEPMUHBI U UX ONPEIEIICHUS.

ABTOMaTH3UpPOBaHHAsl CUCTEMa - CUCTEMa, COCTOslIas M3 IepcoHalla U KOMILIEKca
CPEICTB aBTOMAaTHM3allUU €ro JEATEIbHOCTH, peajlusyrolas HHPOPMALMOHHYI TEXHOJOTHIO
BBITNOJIHEHUSI YCTAHOBJIEHHBIX (YHKITHI.

AyTeHTH(UKaALMA OTHpPABUTENS HAHHBIX - IOJTBEPXKAEHUE TOrO, 4TO OTIPABUTEINb
IIOJIyYEHHBIX JTaHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onacHOCTh NEPCOHANBHBIX JAHHBIX - COCTOSHUE 3allUIICHHOCTH IEPCOHAIbHBIX
JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTBIO MOJb30BATEICH, TEXHUYECKUX CpPEACTB H
UH(QOPMALIMOHHBIX  TEXHOJIOTMH  oOecneuuTb  KOH(QUIEHIMAIbHOCTb, ILIEJOCTHOCTh U
JOCTYITHOCTh TIEPCOHAIBHBIX JaHHBIX NpU UX 00paboTke B HMH(OPMAIMOHHBIX CHCTEMax
NIEPCOHAJIBHBIX JaHHbIX.

buomerpuueckne mnepcoHaibHbBIE [JaHHBIE - CBEJIEHUS, KOTOpBIE XapaKTEPU3YIOT
(Gu3noIOrMUecKue OCOOCHHOCTH YEJIOBEKa M Ha OCHOBE KOTOPBIX MOYKHO YCTaHOBUTb €ro
JMYHOCTh, BKJIOYass ¢ororpaduu, OTIEYATKH TMajbIEB, 00pa3 CETYATKHU Tia3a, OCOOECHHOCTH
CTPOEHUS Tejla U APYTYI0 NOJ00HYI0 HH(POPMALIHUIO.

brnokupoBaHne mepcoOHaNbHBIX JIaHHBIX - BPEMEHHOE IpeKpalleHue coopa,
CUCTEMATHU3allMM, HAKOIUICHHs, UCIOJb30BaHUSA, PACIIPOCTPAHECHHUS, NIEPCOHAIBHBIX JTaHHBIX, B
TOM YHCJIE UX MEepEeAayn.

Bupyc (KOMIIBIOTEpHBINH, MPOTPAMMHBIN) - HCHOJHSEMBIA IMPOTPAMMHBIA KOJ WU
MHTEPIIPETUPYEMBbI HA0Op MHCTPYKLMM, 00Janaroliuii CBONCTBAMH HECAHKI[MOHUPOBAHHOTO
pacrpocTpaHeHHs U camoBocIipon3BeieHus. Co31aHHble 1yOIMKaThl KOMIIBIOTEPHOTO BUpYCa HE
BCEI/la COBIAJAIOT C OPUTHMHAJIOM, HO COXPaHSIT CHOCOOHOCTh K JajbHEHIIEMY
pacpoCTPaHEHHUIO U CAMOBOCIIPOU3BEICHUIO.

BpenonocHass mnporpamma - mporpaMma, IIpeJHa3HaueHHas MJii OCYIIECTBICHHUS
HECAHKIIMOHMPOBAHHOTO JOCTYMA U (MJIM) BO3JACHCTBUS HA NIEPCOHANbHBIE JaHHBIE HIIU PECYPCHI
UH(POPMALMOHHON CUCTEMBI NTEPCOHATBHBIX JaHHBIX.

BcnomorarenbHble  TEXHUYECKHE CPEICTBA M CHCTEMBI - TEXHHUYECKHE CPEICTBA U
CHCTEMBI, HE TIpeJHa3HauYCHHBIE /IS Iepeaay, 0OOpabOTKH U XpaHEHUs MEPCOHATBHBIX TaHHBIX,
YCTaHABJINBAEMBIE COBMECTHO C TEXHUYECKHMH CPEICTBAMHU M CUCTEMAMM, IIPEIHA3HAYCHHBIMU
JUist 00paOOTKM NEPCOHAIBHBIX J@HHBIX WM B IIOMEIIEHUSAX, B KOTOPBIX YCTaHOBJIECHBI
UH(POPMALIMOHHBIE CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

JlocTym B ONEpanMOHHYIO Cpedy KommbioTepa (MHGOPMAIMOHHONH  CHCTEMBI
NIEPCOHAIBHBIX JaHHBIX) - [TOJIy4€HNUE BO3MOKHOCTH 3aIlyCKa Ha BBIIIOJHEHUE IITATHBIX KOMaHI,
GyHKIMH, Mpoueayp ONEpallMOHHOW CHUCTEMbl (YHUUTOXKEHHS, KOIMUPOBAHUS, NEPEMEILECHUS U
T.I1.), UCHIOJHSEMBIX (PailJIOB MPUKIATHBIX IPOTPAMM.

Joctyn k nHpOpMaIuH - BO3SMOKXHOCTb MOTYyYeHHS HMHPOPMAIIUY U €€ MCTIOJIb30BaHMS.

3aKalouHoe  YCTPOMCTBO - D3JEMEHT CpelcTBa CheMa HMH(OPMAIUH, CKpPBITHO
BHEJPSEMbIN (3aKiaJbIBaéMblii WIM BHOCHUMBIH) B MECTa BO3MOXKHOIO CheMa HMH(popmanuu (B
TOM YHCJIE€ B OIpaXkJIeHHE, KOHCTPYKIIMIO, 000pyA0BaHKE, IPEIMETH HHTEPhEPa, TPAHCIIOPTHBIE
CpPEeZICTBa, a TAKXKE B TEXHUYECKHE CPEICTBA M CUCTEMBI 00pabOTKH HH(OPMAIIHH).
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amumaemas uHbopMmanus -uHQOpMaLuUs, MOAJEXKAIIas 3allUTe B COOTBETCTBUU C
TpeOOBaHUSMH  TPAaBOBBIX  JOKYMEHTOB  WJIM  TPEeOOBAaHUSMH,  YCTaHABIMBACMBIMH
cOOCTBEHHUKOM HH(pOpMAIUH.

WNnentudukanust - npucBoeHHe CyObeKTaM M O00OBEKTaM AOCTyNa HIACHTU(UKATOpa U
(uM)  cpaBHEHHE  NPEIbABISEMOrO  UACHTU(GHUKATOpPA C  MEPeYHEM  IPUCBOEHHBIX
UIECHTU(UKATOPOB.

WndopmaTuBHBINM CUTHAN - JJIEKTPUUYECKUE CUTHAJIBI, aKyCTHUECKHUE, 3JIEKTPOMAarHUTHBIE
U JApyrde (Qu3MUECKWe TOJs, 10 TapaMeTpaM KOTOPhIX MOXET OBIThb  pacKpbITa
KOHQuIeHIMadbHass  uHGopManus  (MepcoHalbHBIE  JaHHble)  oOpalaThiBaeMas B
MH(POPMAIMOHHON CUCTEME TIEPCOHATBHBIX JTaHHBIX.

Wndopmanmonnas cucrema nepcoHanbHblX AaHHbIX (MCIIAH) - uHbopmanuoHHas
cUcTeMa, IMPEJCTABISIONIast co00i COBOKYITHOCTh IMEPCOHAJBHBIX MAHHBIX, COJEPIKAIIUXCS B
0a3e JaHHBIX, a TAKKEe MH(YOPMAITMOHHBIX TEXHOJOTUI U TEXHUYECKUX CPEACTB, MO3BOJISIOLINX
OCYILIECTBIISAITh 00pa0OTKYy TaKMX NEPCOHANBHBIX MAaHHBIX C HCIIOJB30BaHUEM CPENICTB
aBTOMaTH3alMU WK 0€3 HCIOIb30BAHUS TAKUX CPECTB.

NudopmanoHHbIE TEXHOJOTHH - IPOIECCH, METOABI IOHMCKa, cOopa, XpaHEHHS,
00paboTKH, IpPEJOCTaBIEHUS, PACHPOCTPaHEHUs MH(GOPMALMM M CIOCOOBI OCYIIECTBICHUS
TaKHUX MPOILIECCOB U METOJIOB.

Hcnonb3oBaHue nepcoHANbHBIX JaHHBIX - ACWCTBUS (Olepalyu) ¢ IEepCOHAIbHBIMU
JAHHBIMH, COBEpILIAEMbIC ONEpPaTOPOM B LEJSAX NPHUHATHS PEHICHUH WIM COBEPIICHHS HHBIX
NeMCTBUH, MOPOXKIAIOIINX FOPUANYECKHE ITOCIEACTBUS B OTHOLIEHUN CYyOBEKTa MEPCOHAIBHBIX
JAHHBIX WK JPYTHX JIMI JMOO MHBIM 00pa3oM 3aTparuBarolIvX IpaBa U CBOOOIBI CyObEKTa
[IEPCOHAIBHBIX JAHHBIX WM JPYTUX JIHIL.

Hctounuk yrpo3sl OezomacHOCTH HH(POpPMAIMM - CyOBEKT HOCTyIa, MaTepUaIbHBINA
O0BEKT MM (U3UYECKOE SIBJICHUE, SBISAIONIMECS MNPUYMHON BO3HMKHOBEHHSI YIpO3bl
0e30macHOCTH HHPOPMALIUH.

Kontponupyemass 30Ha - TPOCTPAaHCTBO (TEppPUTOpHS, 3/aHUE, 4YacTb 3JaHMA,
MIOMEIICHUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJHMPYEMOEe NMpeObIBaHWE MOCTOPOHHMX JIHII, a
TaKXe TPAHCHOPTHBIX, TEXHUYECKUX M UHBIX MaTe€pUaIbHbIX CPECTB.

KoHpuneHManbHOCTh TEPCOHANBHBIX JaHHBIX - 00s3aTenbHOE JUIS  COOJIOACHHUS
OIIEepPaTOPOM HJIM MHBIM MOJIYYHBLIMM JOCTYI K IEPCOHAIBHBIM JIaHHBIM JIMIIOM TpeOOBaHUE HE
JIOITyCKaTh UX paclpocTpaHeHue 0e3 coriacus CyObeKTa MepCOHANbHBIX JAaHHBIX WM HAIWYHS
MHOT'0 3aKOHHOTO OCHOBAHMS.

MexceTeBOH 9KpaH - JIOKQIbHOE (OJHOKOMIIOHEHTHOE) WM (PyHKIIMOHAIBHO-
pacmpeneneHHoe — MporpaMMHOe  (IIPOrpaMMHO-aIapaTHOE)  CPeAcTBO  (KOMILIEKC),
peanu3yromiee KOHTpOJIb 3a HH(opMaiuei, mocTynaiomeid B HHOOPMAIMOHHYIO CHCTEMY
NEePCOHANBHBIX JaHHBIX U (MJIM) BBIXOAIIEH U3 HH(POPMAITMOHHON CHCTEMBI.

HapymmTens 6e30macHOCTH MEPCOHANBHBIX JaHHBIX - (PU3WYECKOE JIUIO, CIYYalHO WIIH
NpeJHAMEPEHHO COBEpLIaloNIee JEHCTBHS, CJIEICTBUEM KOTOPBIX SBJIAETCS HapyleHHE
0€30MaCHOCTH TEPCOHAJBHBIX JAHHBIX TNPH HX OOpabOTKE TEXHUYECKHMMH CpPEJCTBAMHU B
UH(POPMALMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX.

HeaBromaru3upoBanHasi 00pabOTKa NEPCOHANBHBIX JIAHHBIX - 00pa00TKa MEPCOHATBHBIX
JAHHBIX, CoJepXaluxcs B WHPOPMALMOHHON CHUCTeMEe MEepCOHANbHBIX JaHHBIX JHOO
U3BJICUCHHBIX U3 TaKOW CHCTEMBI, CUMTAETCS OCYIIECTBICHHOW 0€3 HCIOJIh30BAHUS CPEICTB
aBTOMaTH3alMK (HEaBTOMATU3UPOBAHHOM), €CIIM Takue JEHCTBUS C NEepCOHATbHBIMU JaHHBIMH,
KaK HCIIOJIb30BaHUE, YTOYHEHHE, PACIpPOCTPAaHCHHWE, YHHUYTOKECHUE IMEPCOHAIBHBIX JAaHHBIX B
OTHOLICHUM K@XKJOIO0 M3 CYOBEKTOB IEPCOHAIBHBIX JaHHBIX, OCYILIECTBISIOTCS MpHU
HEINOCPEACTBEHHOM Y4YacTHH YeJIOBEKa.

He nexmapupoBaHHblE BO3MOXXHOCTH - (DYHKLUMOHAJbHbIE BO3MOXHOCTH CpEACTB
BBIUYUCIIUTEIFHOW TEXHHWKH, HE ONKMCAHHBIE WJIM HE COOTBETCTBYIOIIME OIHMCAHHBIM B
JOKYMEHTALUM, MPH MCIOJb30BaHUM KOTOPBIX BO3MOXKHO HapyLIeHHE KOH(HIECHIHMAIbHOCTH,
JOCTYITHOCTH HJIH LIEJIOCTHOCTH 00padaThiBaeMOii HH(pOpMAIu.
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HecankuMoHMpoBaHHBIA A0OCTYN (HECAHKIMOHMPOBAaHHBbIE JEHCTBHS) - JOCTYN K
UHPOPMALIMU WK ACUCTBUS C MH(OpMAIMel, Hapyaloie paBuiia pa3rpaHuYeHHs JOCTYTIA C
UCIIOJIb30BAaHUEM UITATHBIX CPEJCTB, MPEJOCTaBIAEMBbIX HMH()OPMAIIMOHHBIMU CHCTEMaMU
NIEPCOHABHBIX JIAHHBIX.

Hocurens undopmanuu - Gu3nueckoe JIMIO WM MaTepUalbHbIi OOBEKT, B TOM YHUCIIE
¢u3mdeckoe moje, B KOTOPOM HH(MOpMAIHs HAXOIUT CBOE OTPAKEHHE B BHJIEC CHMBOJIOB,
00pa30B, CUTHAJIOB, TEXHUYECKHX DPEUIEHUH U MPOLECCOB, KOJIMYECTBEHHBIX XapaKTEPHUCTUK
(bu3NYECKUX BEJIMYMH.

OO0e3nuurBaHue TEPCOHANBHBIX JaHHBIX - JCWCTBUS, B pe3yjibTaTe KOTOPBIX
HEBO3MOXXHO OMNPEICIUTh MPHHAJICKHOCTh MEPCOHATBHBIX JaHHBIX KOHKPETHOMY CyOBEKTY
[EPCOHANBHBIX JIaHHBIX.

O06paboTka nepcoHaIbHBIX IAHHBIX - IEUCTBUSA (ONepalyu) ¢ NePCOHAIIbHBIMU TAHHBIMU,
BKJIIIOYasgs cOOp, CHUCTeMaTH3allMi0, HaKOIUICHHE, XpaHEeHue, yTouHeHue (OOHOBIEHHE,
U3MEHEHHUE), HCIOJIb30BaHUE, PACIpPOCTpaHEHHE (B TOM HHCie Iepeaady), o0e3IHMuKMBaHUE,
OJIOKMpPOBAaHUE, YHUUTOXKEHHUE IEPCOHATBHBIX JaHHBIX.

OO6menocTynHble  TMEPCOHANIBHBIE JIaHHBIE - TEPCOHAJIBHBIC JIaHHBIC, JIOCTYII
HEOI'PaHMUYEHHOI'0 Kpyra JIMI[ K KOTOPbIM IIPEJOCTaBJIEH C COIIacus CyOBEeKTa NepCOHANIbHbIX
JAHHBIX WJIM HAa KOTOPbIE B COOTBETCTBUU C (hefepaibHBIMU 3aKOHAMHU HE PacIpOCTpaHSIETCA
TpeboBaHue COOII0ICHUS KOH(PUICHIIMAIBHOCTH.

Oneparop (MEepCOHANBHBIX JAHHBIX) — AJIMUHUCTpauus MypOMCKOIO CEJIbCKOIO
IIOCEJIEHUsI OpTraHu3ylomas U (WIM) OCYIIECTBIAOmas o0pabOTKy MEpPCOHAIBHBIX JAHHBIX, A
TaKXKe ONPEACIIAIONIas IIeU U CoJIepKaHne 00padOTKU ePCOHANBHBIX JTaHHBIX.

TexHuueckue cpencta MHMOPMALMOHHONW CUCTEMBI NIEPCOHAIBHBIX JaHHBIX - CPEACTBA
BBIYUCIUTENIFHON TEXHUKH, HMH()OPMAIIHOHHO-BBIYMCIUTEIbHBIE KOMIUIEKCH U CETH, CPE/ICTBA U
cUcTeMbl Mepenaud, mnpuema u oOpabotku I[I/lH (cpencTBa M cHCTEMBI 3BYKO3AIUCH,
3BYKOYCWJICHHUS, 3BYKOBOCIPOM3BEICHUS, IIE€PETOBOPHBIE M TEJICBH3HMOHHBIE YCTPOMCTBA,
CpeICTBa M3rOTOBJIEHUS, THPAKUPOBAHUS JOKYMEHTOB M JApYrHe TEXHHUYECKUE CpPEeICTBa
00paboTkM  pedeBoil, Trpaduueckodd, BHUIACO- U OYKBEHHO-IM(POBOH HMHPOpPMALIUH),
IpOrpaMMHBIE Cpe/icTBa (ONEpallMOHHBIE CUCTEMbI, CUCTEMBbl yIpaBieHUs Oa3aMH JAHHBIX U
T.I1.), CPEJICTBA 3aIUTH HH(OPMAINH, TPUMEHsIeMble B HH(POPMAIIMOHHBIX CHCTEMaX.

IlepexBat (MHpOpMaLKN) - HEIPAaBOMEPHOE NOTyUYeHNE HHPOPMALIMHU C UCIIOJIb30BaHUEM
TEXHUYECKOTO  CpEICTBA, OCYIIECTBIIONIETO  OOHAapyXeHHe, TpueM U  00paboTKy
UH(QOPMATUBHBIX CUTHAJIOB.

[lepconanbHple MaHHBIE - JI00as MH(OpMAIUSA, OTHOCALIASICS K OIpPEISIIEHHOMY WIIH
ONpeseNsieMOMy Ha OCHOBaHMM TakodM uHpopmauuu QuznueckoMy muiy (cyOBeKkTy
NePCOHANBHBIX JTaHHBIX), B TOM YHUCIIE €0 (paMHIIHs, UM, OTYECTBO, TO/I, MECSAL, ]aTa U MECTO
pPOXJEHUs, aJpec, ceMeiHoe, COIMaIbHOe, MMYIIECTBEHHOE IIOJIOKEHHE, OOpa3oBaHUeE,
npodeccus, T0X0Ibl, Apyrast UH(POPMAIIHSL.

IToGouHBIE FNIEKTPOMArHUTHBIE M3JIyYE€HUS M HABOAKH - 3JEKTPOMArHUTHBIE M3ITy4YEHHUS
TEXHUYECKUX CPEJICTB 00OpabOTKM 3amuMIiaeMoil MHPOpPMalnu, BO3HUKAIOMIME KaK MOO0YHOE
SBJICHUE U BBI3BAHHBIC HJIEKTPUUYECKHMMM CUTHAJIaMH, JNEHCTBYIOIIMMHU B MX 3JEKTPUYECKUX U
MarHUTHBIX LEMAX, a TaKKe AJIEKTPOMArHWTHBIE HABOJKU 3TUX CUTHAJIOB HA TOKOIPOBOJISIINE
JVHUU, KOHCTPYKIMU U LIETIN TUTaHUS.

[lomuTHKa «YUCTOTO CTOJA» - KOMIUIEKC OPTraHWU3alMOHHBIX  MEPOTPHUSITHA,
KOHTPOJMPYIOIUX OTCYTCTBHME 3alMChIBaHUs Ha OyMaKHbIE HOCUTENU KIO4Yed M aTpuOyToB
nocTyra (rmapoJsieit) U XpaHeHus UxX BOIH3U 00bEKTOB IOCTyTA.

[Tonp3oBatens MHMOPMALMOHHOW CHUCTEMbl TMEPCOHANBHBIX JAHHBIX -  JIMIO,
ydacTByoliee B (yHKIIMOHUPOBAHUH WH(OPMAIIMOHHON CHCTEMBI MEPCOHATIBHBIX JaHHBIX WIIH
UCTIONb3YIOLIee Pe3yIbTaThl €€ (PyHKIIMOHUPOBAHMUS.

[IpaBuna pasrpaHUYEHUs TOCTyMa - COBOKYIHOCTh MPABWII, PETJIAMEHTHPYIOLINX MpaBa
JIOCTYTa CyOBEKTOB JOCTYIa K 00BbEKTaM J0CTYyIa.

[IporpammHuas 3akiaaka - KOJ MPOrpaMMBbl, IPeTHAMEPEHHO BHECEHHBIN B TIPOTPaMMy C
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[ENbI0 OCYIIECTBUTh YTEUKY, H3MEHUTh, OJOKHPOBaTh, YHUYTOXHUTh HH(DOpPMALMIO WU
YHHYTOXKHUTh W MOAM(DHUIMPOBATH NPOTPaMMHOE oOOecredeHrne WH(GOPMAIMOHHONH CHUCTEMBI
MEPCOHANBHBIX JaHHBIX U (WJIH) OIIOKUPOBATH anmnapaTHbIE CPEICTBA.

[IporpamMHoe (porpaMMHO-MaTeMaTHYECKOE) BO3ACHCTBHE - HECAHKIIMOHUPOBAHHOE
BO3/ICHCTBHE HA PECypChl aBTOMAaTHU3UPOBAHHON MH()OPMAIIMIOHHON CHCTEMBI, OCYIIECTBIIIEMOE
C UCIOJIb30BaHUEM BPEJOHOCHBIX MPOTrpamM.

PackpeiTie mMepcOHaNbHBIX JAHHBIX - YMBIIUIGHHOE WK ClIy4ailHOe HapylIeHHe
KOH(HICHIIHATHLHOCTH MEPCOHATBHBIX JaHHBIX.

PacnipocTpanenne mepCcOHANBHBIX JAaHHBIX - JCHCTBHSI, HalpaBlieHHbIE Ha Mepenady
NIEPCOHATBHBIX TaHHBIX OINPENEICHHOMY KpYTy JIMI (Tepeaada MepCoOHaIbHBIX JaHHBIX) WK Ha
O3HAKOMJICHHE C MEPCOHAJIbHBIMU JAHHBIMU HEOTPAHWYEHHOTO Kpyra JUI, B TOM 4YHCIIE
00HapoJJ0BaHKUE MEPCOHANBHBIX JaHHBIX B CPEICTBAX MAaccOBOM MH(OpMaIuM, pa3MelleHUEe B
UH(POPMALIMOHHO-TEJIECKOMMYHUKAIIMOHHBIX ~ CETAX MM  TNPEAOCTaBICHHE  JOCTyNma K
NIePCOHAIBHBIM JAHHBIM KaKUM-JTHOO WHBIM CIIOCOOOM.

Pecypc nndopManimoHHON CUCTEMBI - UMEHOBAHHBIH 3JIEMEHT CUCTEMHOTI'0, IPUKIIaTHOTO
WM almnapaTHoro obecrneueHus GyHKIUOHUPOBAHUS HH(POPMALIMOHHON CUCTEMBI.

CriennanbHble KaTErOPUH MEPCOHATBHBIX TAHHBIX - IEPCOHATbHBIC JaHHBIE, KacaIOIIUecs
pacoBoif, HAIMOHATBHOW NPUHAMJICKHOCTH, TIOJUTHUYECKUX B3IJISIOB, PEITUTHO3HBIX WM
bunocopckux yoexaeHu, COCTOSHUS 30POBbsl 1 MHTUMHOM JKU3HH CyObEKTa MEePCOHAIbHBIX
JTAHHBIX.

CpenctBa BBIYHCIUTENBHON TEXHUKU - COBOKYIHOCTh MPOTPAMMHBIX M TEXHUYECKHX
3JIEMEHTOB CUCTEM 00pabOTKH JaHHBIX, CIIOCOOHBIX ()YHKIIMOHHPOBATH CAMOCTOSITENIFHO WM B
COCTaBe JPYTHUX CHCTEM.

CyObekr goctyma (CyOBEKT) - JIMI0O WM TPOILECC, JEHCTBUS  KOTOPOTO
perJaMeHTHPYIOTCS MpaBUIaMH pa3rpaHUYeHUs IOCTYyTIA.

TexHuueckuii KaHajn yTeUyKd WH(POPMALUU - COBOKYMHOCTh HOCHUTENS WH(POpPMALUU
(cpenctBa 00pabOTKM), (PU3MYECKON Cpelbl pacrmpocTpaHeHHUs WH()OPMATHBHOIO CHUTHANIA W
CPEeZICTB, KOTOPBIMH JJOOBIBAETCS 3alUIacMasi HH(pOpMaIys.

TpancrpannyHas nepenada MepcoOHaIbHBIX JaHHBIX - Mepeada MepcoHaIbHBIX JaHHBIX
onepatopoMm uyepe3 [ocymapcrBeHHyr rpanully Poccuiickoii ®enepauuu OpraHy BIJIACTH
WHOCTPAHHOTO TOCYJIapcTBa, (U3MUECKOMY WIH OPUANYECKOMY JIHIy HHOCTPAHHOTO
rocyaapcTBa.

Yrpo3sl 0€30MacHOCTH MEePCOHANBHBIX JAHHBIX - COBOKYITHOCTH YCIOBHH U (DakTOpOB,
CO3/AIOIIMX ONACHOCTh HECAHKIMOHHPOBAHHOIO, B TOM 4YHUCJE CIy4aillHOro, JocTyma K
NEPCOHANBHBIM JaHHBIM, PE3yJbTaTOM KOTOPOrO MOXKET CTaTh YHUYTOXKEHHE, W3MEHEHHUE,
OJIOKMpOBaHME, KOMHUPOBAaHUE, PACIPOCTPAHEHHE IEPCOHATBHBIX MaHHBIX, a TaKKe HWHBIX
HECaHKIMOHUPOBAHHBIX JEHCTBUIM Tpu uX 00paboTke B HHMDOPMALMOHHOW cHCTEME
NePCOHABHBIX JIaHHBIX.

YHUUTOKEHHE TIEPCOHANBHBIX JaHHBIX - JIEUCTBUSA, B pe3yjbTaTe KOTOPHIX HEBO3MOMXKHO
BOCCTAaHOBUTh  COJIEp)KAHWE TIEPCOHANBHBIX JAaHHBIX B  HMH(QOPMALMOHHOW  CHUCTEME
MEPCOHANBHBIX JAHHBIX WM B PE3yJbTaTe KOTOPBHIX YHHUTOXKAIOTCS MaTepHaIbHbIE HOCHUTEIU
NePCOHANBHBIX JIAHHBIX.

VYTeuka (3amuniaemMoii) uHGOpMAIUU MO TEXHHUYECKUM KaHallaM - HEKOHTPOIUPYEMOe
pacmipocTpaneHre WH(GOPMAIMKA OT HOCHUTENS 3allUIacMoi MHPOpManuu uepe3 (QpH3HIecKyro
Cpely 10 TEXHHYECKOTO CPEJCTBA, OCYIIECTRISIFOIIETO MepexBaT nHPOpMaInu.

VYS3BUMOCTh - C€1a0OCTh B CPEICTBAX 3alIUTHI, KOTOPYID MOXKHO HCIOJIB30BAThH IS
HapYIICHUs CUCTEMBI WJIH COofiepKalleicss B Hell nHpopMaIlii.

HenoctHocTh MHpOpMaLMKU - CHOCOOHOCTH CPEJICTBA BBIUUCIUTEIBHOM TEXHUKU WIH
ABTOMATU3MPOBAHHOW CHCTEMbl O0ecleuynBaTh HEU3MEHHOCTh HH(OpMalMM B YCIOBHSIX
CIIy9aifHOT'O W/WJTH TIpeTHAMEPEHHOTO UCKaKEHUS (Pa3pyIICHHS).
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1. O0o03HaYeHUA ¥ COKPALLeHUS

ABC - aHTUBHpYCHBIE CpE/ICTBA

AMNC - aBTomMaTu3upoBaHHast HHPOPMAIIMOHHAS CHCTEMa

APM - aBTOMaTH3MpOBaHHOE pabouee MEeCTO

BTCC - BcnoMorarenbHble TEXHUYECKUE CPEACTBA U CUCTEMBI

[1C3U - IIporpammHuble cpeaCcTBa 3alIUThl HHDOpMaLUU

NCIIH - uHpopMamoHHasi CUCTEMa NePCOHATbHBIX JaHHBIX

K3 - xouTponupyemas 30Ha

JIBC - nokanbpHasi BBIYUCIIUTEIbHAS CETh

MD - mexceTeBoit SKpaH

HC]I - HecaHKIIMOHUPOBAHHBIN JOCTYII

OC - onepanioHHas cucTemMa

[1/IH - nepcoHabHbIEC TaHHBIE

[IMB - nporpaMMHO-MaTeMaTHYECKOE BO3ICHUCTBUE

1O - nporpamMHOe oOecrieueHue

[IO9MUH - no6ouHbIE AMEKTPOMArHUTHBIE U3TyUYEHUS U HABOJKU

CA3 - cucteMa aHajIM3a 3al[AIIeHHOCTU

C3MU - cpencTBa 3amuThl HHPOPMALIUT

C3I1/dH - cuctema (moacucTeMa) 3aluThl IEPCOHATBHBIX JaHHBIX

COB - cucrema oOHapy>KeHUs BTOPKCHUN

TKY U - TexHudeckue KaHajbl yTe4Kd HHpopManuu

YBIT/Ia- yrpo3sl 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX

AC — oniepaniuoHHasi cucTeMa

Wb - UndopmanmonHas 6€301acHOCTh

AnvuHucTpanus  MypoMCKOTO — CEeIbCKOTO  TocelieHus — benoropckoro — paiioHa
Pecniy6nuku Kpeim — AnMuHuCcTpanys

I11. Knaccupukanus HapymuTesei

[To npuznaky npunagnexxnoctu k UCIIJIH Bce HapymMTenu JeisTcs Ha ABE TPYIIIbL:

- BHEILIHME HapylIMTeNu - (U3MYECKHe JIHMIA, He UMEIoIlue IpaBa NpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJUPYEMOM 30HBI, B TMpejesiax KOTOpoil pasMeniaercs 000OpyAOBaHKE
NCIIdx;

- BHYTPEHHHE HApyIIUTENU - (PU3MUECKUE JIHIA, WMEIOIIME IpaBO NpeObIBAaHHUS Ha
TEPPUTOPUU KOHTPOJUPYEMOM 30HBI, B HpeJesnax KOTOpoil pa3memaercs 00OpyAOBaHHE
NCIIR.

V. BHemiHu#i HApyIIUTE b

B xadecTBe BHEUIHEro HapymHUTeNs HHPOPMAIIMOHHON 0€30MacHOCTH, paccCMaTpUBAETCs
HapyLIUTEIb, KOTOPBI HE MMEET HEMOCPEACTBEHHOIO AOCTYNAa K TEXHUYECKUM CPEICTBAM U
pecypcam CUCTEMBI, HaXOIAIIUMCS B IIpeieax KOHTPOIMPYEMOM 30HBI.

[Ipennonaraercs, 4YTO BHEHMIHMM HapyLIMTEIb HE MOXET BO3JIEHCTBOBATb Ha
3alMIIaeMyl0 MHQOpMAIMI0 IO TEXHUYECKUM KaHajllaM YTE4YKM, TakK Kak uHdopmanus,
xpaHumas 1 oopabartsiaemas B UCII/IH, sBiseTcst HEIOCTATOYHOM AJIs1 BO3MOYKHON MOTHBAIIUH
BHEIITHETO HAPYIIUTENS K OCYIISCTBICHUIO ACWCTBUM, HANPABICHHBIX HA YTEUKYy WH(pOpMAINUU
10 TEXHUYECKUM KaHajlaM yTEUKH.

[Ipennomaraercsi, 4TO BHEIIHUN HAPYLIMTENIb MOKET BO3JEHCTBOBATH HA 3ALIUIIACMYIO
MH(POPMALIMIO TOJIBKO BO BpEMs €€ Ilepeiayutl 10 KaHajaaM CBS3H.



V. BHyTpeHHMII HApYIIUTEIb

Bo3MmoxHOCTH BHYTPEHHETO HApYIIUTENS CYIIECTBEHHBIM 00pa3oM 3aBUCAT OT
NEHCTBYIOMNX B Tpe/einax KOHTPOJIUPYEMOH 30HBI OrpaHHYUTEIBHBIX (PAaKTOPOB, M3 KOTOPHIX
OCHOBHBIM SIBJISIETCS pean3alisl KOMIUIEKCa OpPraHU3allMOHHO-TEXHUYECKUX MEp, B TOM YHCIIE
o Noa00pY, pacCCTaHOBKE M 00ECIEYEHHUIO BBICOKON NMPO(eCcCHOHANBHON MOATOTOBKU KaJpOB,
JIOMYCKY (U3UYECKUX JIMI BHYTPb KOHTPOJIMPYEMOM 30HBI M KOHTPOJIO 3a MOPSAKOM
IpoBeJeHUS padOT, HAIlPaBJICHHBIX Ha MPEAOTBPAIllEHUE U ITPECeUeHNEe HECAHKIIMOHUPOBAHHOTO
J0CTyTIa.

Cuctema pasrpanudenuss npoctyna HWCII[dH obecneunBaeT pasrpaHuyYeHue TpaB
HOoJb30BaTeNed Ha JOCTyn K HMH(OPMAIMOHHBIM, HPOTPaMMHBIM, allapaTHbIM U JPYrHUM
pecypcam UCIIJIH B COOTBETCTBUY C MPUHATON MOJIUTUKON MHPOpMaImoHHOU Oe3omacHocTr. K
BHYTPEHHUM HapyIIUTEISIM MOT'YT OTHOCUTBHCS:

- agmunuctpaTopsl UCII/H (xateropus I);

- QJIMMHUCTPATOPbI KOHKPETHBIX nojicucteM uin 6a3 nanubix UCII/In (kateropus 11);

- nosib3oBarenu MCIIAn (kareropus I1I);

- TI0JIH30BATEIH, SBISIOLUIMECS BHEITHUMHU 0 OTHOLICHHIO K KOHKpeTHOM AC (kareropus
IV);

- u1a, o0yagaronire BO3MOXKHOCTBIO JIOCTYIA K CUCTEME Mepeiayu JaHHBIX (KaTeropus
V),

- COTPYAHUKU AJMHMHUCTPALMH, UMEIOLIUE CAHKIIMOHUPOBAHHBIN JOCTYI B CIY:KEOHBIX
HeJIsSX B MOMEUIEHUs, B KOTOphIX pasmeriarorcs snemeHTsl MCII/IH, HO He uMmerouue mpaBa
nocTyra K HuM (kateropus VI);

- 00ciy)XMBalOIIMKA IepcoHan AJMHMHHUCTpAallMM, B TOM 4YHCIIE€ IPUBJICUYEHHBIE 110
KOHTPAKTy 3aKJIIOYCHHBIMU C TPEThUMU JIMIIAMU (0XpaHa, pa0OTHUKHN WHKEHEPHO-TEXHUUYECKHUX
ciyx6 u T.1.) (kateropust VII);

- YIIOJTHOMOYEHHBIN nepcoHan pa3padboturkoB UCIIJIH, KOTOPHIi Ha TOTOBOPHOM OCHOBE
UMeeT MpaBO Ha TEXHHYECKoe oOchmyxuBanue M wmoaudukanuio xommonentoB MCIIIx
(xateropus VIII).

Ha ymun xareropuit I m II Bo3moxkeHs! 3a7a4n 10 aIMUHHUCTPUPOBAHUIO IPOTPAMMHO-
anmapatHbix cpeAcTB U 6a3 manHbix UCIIJIH ans uHTerpanuu u obecrneyeHus: B3auMo1eHCTBUS
pa3IuyYHbIX MojacucteM, BxoAsamux B coctaB UCIIJIH. AnMuHHCTpaTOphl NOTEHIIMAIBHO MOTYT
peanu3oBbiBaTh yrpo3bl Wb, ucnonb3yss BO3MOXKHOCTM MO HEMOCPEACTBEHHOMY JOCTYIY K
3amuniaemMoi nHpopmammu, oopadaTeiBaemoit u xpanumoit B UCITJIH, a Takke K TEXHHYECKUM
u nporpamMmMHbiM cpenctBaM  MCII/IH, Bxmrowass cpeicTBa 3alllMThl, HCIOJIb3yEMBIE B
KOHKpeTHbIX AC, B COOTBETCTBUM C YCTAQHOBJIEHHBIMM JJIi HUX aJMHHUCTPATUBHBIMU
MIOJITHOMOYMSIMU.

DT nuIa XOpouio 3HAaKOMbI ¢ OCHOBHBIMH aJITOPUTMaMH, IPOTOKOJIAMH, PEATTU3YEMBIMU
Y UCTOJb3YEMBIMU B KOHKpeTHbIX noacuctemax U UCII/IH B nienoMm, a Takke ¢ IpUMEHSAEMbIMU
IPUHLNAIIAMHU U KOHLIETIIUAMU O€30MacHOCTH.

[IpennonaraeTcsi, YT0 OHU MOIVIM OBl MCIOJNB30BATh CTAaHAAPTHOE O00OpYyAOBaHUE MO0
JUI WICHTHU(QHUKAINK YSI3BUMOCTEH, b0 mis peanusanuu yrpo3 WUb. JlanHoe oGopynoBanue
MOJKET OBITh KaK YacCThIO IITATHBIX CPEJCTB, TAK U MOXET OTHOCUTHCS K JIETKO MOTYy4YaeMOMY
(Hampumep, MpOTrpaMMHOE OOeCIeYeHHe, TOJYYeHHOEe H3 OOIIENOCTYIHBIX BHEIIHHUX
HUCTOYHHKOB).

Kpome Toro, mnpeamomaraercs, 4YTO OTH JUIa MOIJM OBl  pacnojararb
CHEIHAIN3UPOBAaHHBIM 000PYA0BAHUEM.

K munam kareropuit 1 m Il BBugy ux uckmouutensHoil ponu B UCII[AH nomxen
MPUMEHSATHCS KOMILIEKC OCOOBIX OPTaHH3AI[MOHHO-PEKUMHBIX MEp M0 MX MOAO0pY, MPUHSATHUIO
Ha paboTy, HA3HAYCHHWIO HA JOJDKHOCTh W KOHTPOJIO BBINOJHEHUS (YHKIMOHAIBHBIX
00s13aHHOCTEH.

[Ipennonaraercs, uro B uucino num kareropuid I m Il OyayT BKIFOYATBCS TOJBKO



JIOBEPEHHBbIE JIMLIa M II03TOMY YKa3aHHbIE JIMIA HWCKIIOYAKOTCS M3 4YHUCJIA BEPOSTHBIX
HapyILIuTeIeH.
[Ipennonaraercs, uyro nuua kareropui [1I-VIII oTHOCATCSA K BEPOSTHBIM HApyILIUTEISAM.
[Ipennosmaraercsi, 4T0 BO3MOKHOCTh CTOBOPA BHYTPEHHUX HAPYLIMTENIEH MaJOBEpPOSITHA
BBUJly IIPUHATBHIX OPraHU3aLMOHHBIX U KOHTPOIUPYIOIIHUX MEP.

V1. IIpennoJioxkenns 00 nMeroLeiics y Hapymuress nHgpopmanuu 00 o0beKkTax
peanu3anuu yrpos

B kauecTBe OCHOBHBIX ypoBHeW 3HaHMI Hapymutesned 060 AC MOXHO BBIJIEIUTDH
CIIEIyIOIIHE:

- o6mrast mapopmanus - uHGopMauu 0 HazHaueHus U 0omux xapakrepuctukax UCIIIx;

- SKCIUTyaTallMoOHHast MHpopMauus - UHPOpPMaLKUs, MOJYyYSHHAs U3 SKCIUTyaTallMOHHOM
JIOKYMEHTaIUH;

- YyBCTBUTENbHass HH(popManus - HHGOpPMAIUs, TOMOJHSIONIAS SKCIUTyaTallMOHHYIO
uHpopmanuto 06 UCII/Ix (Hanpumep, cBeaeHus u3 npoekTHoi qokyMmenTanuu MCIIIH).

B vactHOCTH, HApYIUTENb MOKET UMETh:

- JaHHBIe OO0 OpraHu3anuud padoOThl, CTPYKTYpE M UCIOIb3YEMBIX TEXHUYECKHX,
MPOTPaMMHBIX U IIporpaMMHoO-TexXHU4eckuXx cpeacrpax MCITH;

- ceeaenus o0 mHpopmammoHHBIX pecypcax MCII/IH: mopsaok W mpaBWiia CO3JaHUS,
XpaHEeHus U nepefadn nHGopMaluu, CTPYKTypa U CBOMCTBa MH(POPMAIIMOHHBIX TOTOKOB;

- JaHHBle 00 YSA3BMMOCTAX, BKJIIOYas JaHHbIE O  HEJOKYMEHTHPOBAaHHBIX
(HemeKJIapupOBaHHBIX)  BO3MOXKHOCTSIX  TEXHHYECKUX, MPOrPaMMHBIX U  MPOTrpaMMHO-
texHuueckux cpeacts MCII/IH.

IIpennonaraercs, uyro nuna kareropuu III m kareropum IV BiageroT TOJIBKO
AKCIUTyaTallMOHHOW HH(pOpMaIMeld, 4yTo oOecrneunBaeTcss OpraHU3alMOHHBIMU Mepamu. [lpu
9TOM JHIa kareropuu IV He BIIaIEOT NapoIbHOW, AyTCHTH(PHUIUPYIOMICH W KIIFOYEBOM
uHpopmanueii, ucnoipdyemoir B AMC, K KOTOPBIM OHHM HE HMEIOT CaHKIHMOHHUPOBAHHOTO
JOCTYyTIA.

[Ipennonaraercs, 4YTO JMOA KaTreropud V BIAJCIOT B TOW WJIM WHOM YaCTH
YYBCTBUTEIHHOM M SKCIUTyaTallMOHHONW HMH(OpMalMu O CUCTeMe mepenaud WHPopMaluu U
obmelt mHpopmanueit 06 ANC, HCMONB3yIOMUX 3Ty CHUCTEMY Mepenadd HH(pOpMaIuu, 4To
oOecreynBaeTcss OpraHU3alMOHHBIMU Mepamu. [Ipu sToM mmia kareropud V He BIAJCIOT
napoJIbHOW M ayTeHTUHUIMpPYIOIEeH nHpopmanmel, ncroiabszyemoii B AVC.

[Ipennonaraercs, yto auna kareropuu VI u nuima kateropun VII mo ypoBHIO 3HAHHM HE
IIPEBOCXOAT JIUL] KATETOPUH V.

[Ipennonaraercs, uro nauna kareropun VIII obGnagaroT dyBCcTBUTENBbHONW HMHGBOpMAIUEi
06 UCIIdH u ¢ynknuonansHo opueHtupoBanHblx AWC, Bkmowas wuHpoOpManuioo 00
YA3BUMOCTSIX TE€XHUYECKUX U mporpammHbix cpencts MCIIIH. Opranu3alluOHHBIMH MeEpaMu
IIPEANOIaraeTcsl UCKIOUYUTh JocTyll aul kareropud VIII k TeXHWYEeCKMM M NPOrpaMMHBIM
cpeacrBam MCII/IH B MOMEHT 00paOOTKHM C HMCHOJB30BAaHUEM DJTHX CPEJICTB 3alllMIIaeMOn
UH(pOpMAaIINH.

Taxum o6pazom, Haubonee nHpopmupoBanubiMU 00 AVC sBisitores nuua kareropuu 111
u una kareropuun VIII.

Crenenb MHQOPMHUPOBAHHOCTU HAPYUIUTENS 3aBHUCUT OT MHOTHX (DAKTOpPOB, BKIIOYas
peanu3oBaHHbE B AJMHMHUCTpPALlMM KOHKPETHBIE OpPraHU3al[MOHHBIE MEPbl U KOMIIETEHLUIO
Hapymmmreneil. [loaToMy OOBEKTHBHO OLIGHUTh OOBEM 3HAHUW BEPOSTHOTO HApPYIIHUTENS B
o01iem ciryyae IpakTHYeCKU HEBO3MOKHO.

B cCBA3uM C U3NOXKEHHBIM, C IEJIbI0 CO3JaHUS OIPEACNICHHOIO 3amaca IPOYHOCTH
MPEIITOIaraeTCs, YTO BEPOSATHBIC HAPYIIUTEIN OOJAMar0T BCell mMHpoOpMaImed, HeoOXoauMon
JUTSL TIOATOTOBKM U pealu3alii yrpo3, 3a UCKIoYeHHEM HH(popmammu, AOCTYN K KOTOPOW CO
CTOPOHBI HapyILIUTENs MCKIIOYAeTCs cUCcTeMOl 3amuThel nHpopmanuu. K Takoil nHpopmanuu,
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HanpUMep, OTHOCUTCS MapoJibHasA, ayTeHTU(UIIMPYIOIas ¥ KiIIoueBast UHQopMaIus.
VII. Illpeanosnoxenusi 00 MMEIOIMUXCS Y HAPYIIUTEJISI CPEICTBAX pPeain3alnum yrpo3

[Ipennonaraercs, 4TO HapyLIUTEIb UMEET:

- anmmapatHbie komnoHeHTsl C3I1/Jn u CO C3I1/1H;

- JIOCTYNHbIE B CBOOOJHON Mpojgake TEXHUYECKHUE CpPEICTBA U IPOrpaMMHOE
o0Oecrieuenue;

- crieMaIbHO pa3paboTaHHbIE TEXHUYECKHE CPEJICTBA U IIPOrPAMMHOE 00eCTIeYeHHE.

BHyTpeHHnI HapylIUTEIh MOKET UCIIOIb30BATh INTATHBIE CPEJCTBA.

CocTtaB MMEIOIIUXCSI y HapyLIUTENs CPEACTB, KOTOPHIE OH MOJKET HCIIOJIb30BATh IS
peanmuzanuu yrpo3 Wb, a Takke BO3MOXXHOCTM MO WX MPUMEHEHHUIO 3aBUCIT OT MHOTHX
(GakTOpOB, BKIIOYAs pealu30BaHHbIE KOHKPETHBIX OPraHM3ALMOHHBIX Mep, (UHAHCOBBIE
BO3MOXXKHOCTH M KoMmIleTeHIuto Hapymwureneil. I[loaToMy OOBEKTUBHO OLEHUTh COCTaB
UMEIOIUXCA Y HapyIIUTeNIs CPEeACTB pealu3alud yrpo3 B OOHIEM cilydae NpaKTHUYECKU
HEBO3MOKHO.

[Tosromy, mna coszmanusa ycroitumBod C3IIJIH mnpenmnonaraercs, 4YTO BEPOSITHBIN
HapyIIUTEIh UIMEET BCE HEOOXOMMBIE JUIS peau3allii yIpo3 CPeICTBA, BOZMOKHOCTH KOTOPBIX
HE MPEBOCXOASAT BO3MOXKHOCTH AHAJIOTMYHBIX CPEICTB pealu3aldl yrpo3 Ha HHQPOpMAIHIO,
COJICPKALyI0 CBEJCHHS, COCTABIIAIOIIME TOCYJAapCTBEHHYIO TalHy, W TEXHUYECKUE U
porpaMMHBIE CpeicTBa, 00padaThIBatOIIME 3Ty HH()OPMALIUIO.

Bwmecre ¢ Tem npeanonaraeTcs, YTo HapyLIUTENIb HE UMEET:

- CPE/ICTB MepexBaTa B TEXHUUECKUX KaHajJaX yTeUKU;

- CPEICTB BO3JIEHCTBHA Yepe3 CUTHAIbHBIC LenH (MHPOPMALMOHHBIE U YTPABIISIONINE
unrepdericel CBT);

- CPE/ICTB BO3JEHCTBHUS HA HCTOUHUKHU U Yepe3 LEeNHU MUTaHUs;

- CpPe/ICTB BO3JICHCTBUS uepe3 IenH 3a3eMIICHHUS;

- CPE/ICTB aKTHBHOT'O BO3AEMCTBHSI HA TEXHUYECKUE CPECTBA (CPEACTB OOIyUEHUS).

[Ipenmnonaraercs, 4to HamboJee COBEPIICHHBIMU CpPEIACTBAMH pealu3allid YIrpo3
obnanarot nuna kareropuu I u nuna xareropun VIII.

VIII. Yrpo3sl yreuku uHGoOpMaIuH N0 TEXHHYECKHM KaHAJIaM
8.1.¥rpo3bl yTeukn aKycTHUYeCKoii (peueBoii) mHGopManun

Bo3nukHOBEHHE Yrpo3 yTEUKH aKyCTHUeCKOW (pedeBoil) mHpopmaluu, coaepkamieics
HEIMOCPEICTBEHHO B TMpou3HocuMon peun moib3oBatens WMCII/In, mpu oOpabotke I1[H B
NCIIx, Bo3MOXHO TTpu HanmuuueM (yHKImii roocoBoro BBojaa I1/{n B UCIIIH unu ¢yHKImiA
BocnipousBenenus [1/]n akyctuueckumu cpeacrsamu UCII/IH.

B UCII[JH Anvmuauctpanwu (yHKIMH rojiocoBoro BBoaa I[I/lH wmm  yHKIMH
BocrnpousBeaeHus [1/]H akycTnueckumu cpeicTBaMHu OTCYTCTBYIOT.

BeposTHOCTB peanu3anuu yrpo3bl - MaJIOBEPOSATHA.

8.2. ¥rpo3bl yreuku BUA0BOIi nHpopManun

Peanmzanust yrpo3sl yTeYKHM BHUAOBOW HH(POpPMAIMK BO3MOXKHA 33 CYET IPOCMOTpa
UH(POPMALIUU C MOMOILBIO ONTHYECKUX (ONTUKO-3JIEKTPOHHBIX) CPEJCTB C SKPAHOB JHCIIJICEB U
JIPYyTUX CPEICTB OTOOpPAKEHUS CPEACTB BBIYUCIUTEIBHOW TEXHHKH, WH(POPMAIMOHHO-
BBIYUCIIUTENbHBIX KOMIUIEKCOB, TEXHHUYECKUX CPEICTB OOpabOTKM TIpaduueckoi, BUACO- H
OykBeHHO-ITU(pOBON HHPOpManuu, Bxoasmux B cocraB UCIT/IH.

B AnMuHHCTpanuu BBeIEH KOHTPOJb [JOCTyNa B KOHTpPOJIUpPYyeMylo 30HY, APM
MIOJIb30BATENIEH PpACIOIOKEHbl TaK, YTO MPAKTUYECKH HCKIIOYEH BH3YaJbHBIH JOCTYN K
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MOHHMTOpPAM, a Ha OKHAX YCTaHOBIICHBI KaJIO3H.
BeposiTHOCTB peanu3anuu yrpo3bl - MaJIOBEPOSATHA.

8.3. ¥rpo3sl yreuku uH(popmanuu no kanajaam [IIMUAH

Yrpo3sl yreukn wuHbopmammu 1o kaHany I[IDMUWH, B03MOXHBI u3-3a HaTW4us
NIapa3UTHBIX AJIEKTPOMArHUTHBIX U3iayueHuil y anementos MCII/IH.

VYrpo3bl JaHHOTO KJlacca MaJIOBEPOSATHBI, T.K. pa3Mep KOHTPOJIUPYEMOIl 30HBI OOJBIIONH,
u aneMmeHnTol MCII/H, HaxomdTcs B caMOM LEHTPE 3/aHUS U DKPAHUPYIOTCS HECKOJIbKUMU
HECYIIMMH CTEHAMM, U NIapa3UTHBIA CUTHAJ MAaCKHPYETCS CO MHOKECTBOM JIPYTHX MAPa3UTHBIX
CHUTHAJIOB 3JIeMeHTOB, He BxoAsaux B UCII/IH.

IX. ¥Yrpo3bl HecCAaHKIIMOHUPOBAHHOIO 10CTYNA K MHGOpManun

Peanuzanus yrpoz HCJl x uHpOpManumum MOXKET NPUBOIUTH K CIEIYIOIIMM BHAAM
HapylLIeHUs ee Oe30MaCHOCTHU:

- HapyLEHHIO KOH(HIEHIIMAJIbHOCTH (kxonupoBaHue, HEeNpaBOMEPHOE
pacnpocTpaHEHUE);

- HApyILEHUIO LIEJIOCTHOCTH (YHUUTOKEHHE, U3MEHEHNUE);

- HApYIIECHHUIO TOCTYMHOCTHU (0JI0KHpOBaHUE).

9.1. ¥rpo3bl YHHUYTOKeHHs, XuleHus1 annapaTHbix cpeactB UCII/In HocuTeseit
nHpopMannu nmyrem puzndeckoro gocryna k aemenram UCIIn

9.1.1. Kpa:xka IIDBM

VYrpo3a ocymectBasiercss nmyteM HCJl BHEIIHMMU M BHYTPEHHUMHU HApyIIUTEISIMH B
MOMEINIeHUS, TJie pacnoioxensl anemeHTsl UCITIH.

B AnMuHucTpanuy BBEIEH KOHTPOJIb JOCTyIa B KOHTPOJUPYEMYKO 30HY, IBEpPH
3aKpBIBAIOTCA HA 3aMOK.

BeposTHOCTB peanu3anuu yrpo3sl - MaJOBEPOSATHA.

9.1.2. Kpaxa HocuTeeii nundgopmanuu

VYrpo3a ocymectBisercs myteM HCJ/| BHEIIHMMM W BHYTPEHHUMH HapyILIUTENISAMU K
HOCHUTEISIM HH(pOpMAITUH.

B AnmuHMCTpanuy BBEAE€H KOHTPOJb JOCTyIa B KOHTPOJIMPYEMYIO 30HY, JBEpHU
3aKpBIBAIOTCS HA 3aMOK, BEJIETCS YUET M XpaHeHHEe HOCUTENEH B ceiide.

BeposTHOCTB pean3aium yrpo3bl - MaJIOBEpOSTHA.

9.1.3. Kpa:ka kJioyeid 1 aTpudyToOB 10CTYyNA

VYrpo3a ocymectBisercs myteM HCJ] BHEIIHMMM M BHYTPEHHUMH HapyLIMTEISIMU B
MOMEILEHUS, TI€ MPOUCXOIUT paboTa MOJIb30BATENIEH.

B AnmuHMCTpanuu BBEAE€H KOHTPOJb JOCTyHa B KOHTPOJIHMPYEMYIO 30HY, IBEpHU
3aKpBIBAIOTCS HAa 3aMOK, OPTaHM30BAaHO XpaHEHWE KIoYel B celibe W BBEACHA NOJIUTHKA
«YHUCTOTO CTOJIA.

BeposiTHOCTB peanu3anuu yrpo3bl - MaJIOBEPOSTHA.

9.1.4. Kpa:xu, MmoaupuKanuu, yHHITOKeHUsA nHGopManun

VYrpo3a ocymectBisercs nyreM HCJ| BHEIIHMMHM M BHYTPEHHMMM HapyLIUTENISMU B
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noMelneHus:, rae pacnoioxensl neMenTsl UCII/IH 1 cpeacTBa 3amuThl, a Tak ke MPOUCXOIUT
pabota nojap30BaTeNe.

B AnaMmuHHCTpaluu BBEICH KOHTPOJbL JOCTyIa B KOHTPOJIHMPYEMYIO 30HY, IBEpHU
3aKpBIBAIOTCS HA 3aMOK.

BeposTHOCTh peanu3anuu yrpo3bl - MaJIOBEPOSATHA.

9.1.5. BoiBoa u3 cTpos y310B [I9BM, kaHaioB cBsI3n

VYrpo3a ocymectBiasiercss nmyreM HCJl BHEIIHMMU M BHYTPEHHUMHU HapyUIUTEISIMU B
noMenIeHus, Tae pacnoiioxensl anemMeHTsl UCIIIH 1 mpoXoaaT KaHallbl CBS3H.

B AnaMuHucTpanuu BBEAEH KOHTPOJIb JOCTyla B KOHTPOJUPYEMYIO 30HY, IBEPHU
3aKpBIBAIOTCA HA 3aMOK.

BeposTHOCTh peanu3anuu yrpo3sl - MAJIOBEPOSTHA.

9.1.6. Hecanxunonuponaﬂﬂoe OTKIIOYECHUE CPEACTB 3alllUTBI

VYrpoza ocymectsisercs nyreM HCJl BHEIIHMMHM M BHYTPCHHMMM HapyLIUTEISIMH B
MOMEIICHUS, TJIe pacnooxensl cpeactna 3amuTtel UCIIH.

B ApnvmuHucTpanuu BBEIAEH KOHTPOJIb [OCTylla B KOHTPOJIMPYEMYIO 30HY, IBEPH
3aKpbIBAIOTCA Ha 3aMOK, nosib3oBatenu UCII/In npouncTpykTrpoBansl o padote ¢ I1/]H.

BeposTHOCTB peanu3anuu yrpo3bl - MaJIOBEPOATHA.

9.2. Yrpo3sl XullleHusl, HeCAHKIUOHUPOBAHHOMH MOIH(UKAIUN U OJOKHPOBAHUSA
uH(popManuM 32 cyeT HecaHKIMOHUPoBaHHOTro Aoctyna (HC/I) ¢c npumenennem
NMPOrpPaMMHO-ANNAPATHBIX U MPOTPAMMHBIX CPeACTB (B TOM YHCJIe MPOrPAMMHO-
MaTeMATHYeCKHX BO31eHCTBU)

0.2.1. lelicTBUA BPeIOHOCHBIX MPOrpaMm (BHPYCOB)

[IporpamMmmHO-MaTeMaTU4ecKoe BO3JEHCTBHE - OSTO BO3JEHCTBHE C  IOMOIIBIO
BPEIOHOCHBIX MporpaMM. I[IporpamMmoil ¢ TNOTEHIMANbHO OMNACHBIMH IOCIEACTBUSMHU MU
BPEIOHOCHOH TporpaMMoi (BHPYCOM) Ha3bIBAlOT HEKOTOPYIO CaMOCTOSATENBHYIO MPOrpaMMy
(Habop WHCTPYKIMIA), KOTOpas CIIOCOOHA BBIMIOJHATH JI0O00€ HEMyCcToe TOJIMHOMXKECTBO
CIEeTYIOIHX (QYHKITHH:

- CKpBIBaTh MPU3HAKHU CBOETO MPUCYTCTBHSI B IPOTPAMMHOM CpeJie KOMITbIOTEpa;

- 005aaTh CIOCOOHOCTHIO K CaMOIyOIIMPOBAaHHUIO, ACCOIMUPOBAHHUIO CE0sl C JAPYyTUMH
nporpaMMaMu M (WJIM) TEPEHOCY CBOMX ()parMEeHTOB B HHBIE OOJACTH ONEPATUBHON WU
BHEIITHEH ITaMsITH;

- pa3pymarh (MCKa)kaTh MPOM3BOJILHBIM 00pa3oM) KOJ MpOrpaMM B ONEPaTUBHOM
NaMsITH;

- BBIMOJHATH 0€3 WHUIIMHPOBAHUS CO CTOPOHBI MOJB30BaTeNs (IOJIB30BATEIHCKOM
pOTrpaMMbl B IITAaTHOM DPEKUME €€ BBIMOJHEHUS) JCCTPYKTHBHbIE (DYHKIHH (KOMUPOBAHHS,
YHUUYTOXKEHUS, OIOKUPOBAHUS U T.I1.);

- COXpaHATh (pparMeHTH HHOOPMAIH U3 ONEPATUBHOW MaMATH B HEKOTOPBIX 00IaCTIX
BHEIIHEH MaMATH IPSIMOTo AOCTyNa (JIOKaJbHBIX WU Y/IaTeHHBIX);

- UCKa)KaTh MPOU3BOJIBHBIM 00pa3oM, OJOKUPOBATH U (MJIM) MOJMEHATH BBIBOJUMBINA BO
BHEIIHIOIO MaMATh WJIM B KaHall CBSA3M MaccuB HMH(poOpmanuu, oOpa3oBaBIIMICS B pe3yibTare
paboTHI MPUKITATHBIX TPOTPAMM, WIIH YKE HaXOISIIHUECs BO BHEITHEH MaMsITH MaCCHUBHI TAHHBIX.

B Anmvunuctpanuu Ha Bcex snemeHTax WMCII/IH ycTraHOBIeHa aHTUBUpPYCHAs 3alUTa,
MI0JTH30BATENH IPOMHCTPYKTUPOBAHBI O Mepax MPEJ0TBPALICHUS BUPYCHOTO 3apaKCHHUSI.

BeposTHOCTB peanu3auu yrpo3sl - HU3Kasl.
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9.2.2. He nexjapupoBaHHble Bo3MOkHOCTH cucTeMHOro I1O u I1O aJist 06padoTku
MEePCOHAIbHBIX IAHHBIX

He neximapupoBaHHBIE BO3MOXHOCTH - (DYHKIIMOHAJIBHBIE BO3MOXHOCTH CPEICTB
BBIYUCIIUTENIbHOM TEXHUKHU, HE OINHUCAHHBIE WM HE COOTBETCTBYIOLIME ONUCAHHBIM B
JIOKyMEHTAIIM!, TPU HCIIOJIB30BAHUHM KOTOPBIX BO3MOXXHO HapyIIeHHWE KOH(PHUICHIUATHLHOCTH,
JOCTYITHOCTH WIIM IIEJIOCTHOCTH 00pabaThiBaeMO HHPOPMAITUH.

B AamunucTpanuu HET MPOrpaMMHOT0 O0ecriedeHus1 pa3padaThiBAEMOTO COOCTBEHHBIMHU
pa3paboTYNKaMK/CTOPOHHUMU CTICIIUATUCTAMH.

BeposiTHOCTE peanu3anum yrpo3bl - MaJIOBEPOSATHA.

9.2.3. YcranoBka 10 He CBA3aHHOIO ¢ HCIIOJIHEHHEM CJIYKEOHBIX 00s13aHHOCTEl

VYrpo3a ocyuiecTBisercs MyTeM HECAHKIMOHWPOBAHHON ycTaHOBKU [IO BHyTpeHHUMH
HAPYIIUTEISIMHU, YTO MOXKET MPHUBECTH K HAPYIICHUIO KOH(PUACHIHUATIHHOCTH, IIEJIOCTHOCTH U
noctyrnHocty Beer UCIIIH wim ee 31emMeHTOB.

B AnmuHucTpanuu BBEIEHO pa3rpaHWUYEHUE MpaBaMu MoJib30BarTele Ha yctaHoBKy [1O
Y OCYILECTBIISETCS] KOHTPOJIb, 10JIb30BATENN IPOMHCTPYKTUPOBAHBI O MOJIUTHUKE ycTaHOBKH [10.

BeposTHOCTB peanu3anuu yrpo3bl - MaJIOBEPOATHA.

9.3. ¥rpo3bl HenpeaHaAMepeHHBIX AeiiCTBUI MOJIb30BaTe el U HAPYIIeHN 6e30MacHoCTH
¢dynxkunonnpoBanus UCIIAn u C3I1/IH B ee cocTtaBe u3-3a c00eB B IPOrPAMMHOM
o0ecrieyeHUH, a TaAKKe OT YIPO3 HEAHTPOIOTeHHOI 0 (c00eB anmapaTypsbl H3-3a
HEHAIeKHOCTH 3JIEMEHTOB, C00€B JIEKTPONMTAHMUS) U CTUXUIHOTO (YIapOB MOJIHMH,
M0KAPOB, HABOJAHEHMH U T.II.) XapaKTepa

9.3.1. YTpara kaioueii u aTpudyToB JA0CTyMNAa

VYrpo3a ocymiecTBiasieTcss 3a C4eT JEHCTBHSA uesloBedecKoro (akropa MOJIb30BaTeNel
NCII/IH, xoTOpBIe HapyLIAIOT NOJO0KEHUS APOIbHON MOJIUTUKH B YaCTH UX CO3JaHUs (CO3/1at0T
JETKME WIH IyCThle MapoJId, HE MEHSIOT Iapold II0 MCTEYEHUH CPOKA MX JKHU3HHM WIH
KOMIIPOMETAIIMU U T.I.) U XpaHEHUs (3alHUCHIBAIOT MAPOJIM Ha OyMakHbIE HOCUTENH, TIEPEAAt0T
KJIFOYM JOCTyIa TPETHUM JIMLAM U T.I1.) UM HE OCBEOMIIEHBI O HUX.

B AnMuHuCTpanuy BBeleHA MaposibHAs IMOJIMTHKA, NpeaycMaTpuBaromas TpedyeMmyro
CJIIOKHOCTh TapoJii M IEPUOAMYECKYI0 €r0 CMEHY, BBEJEHA IOJIMTHKA «YHUCTOIO CTOJIa,
OCYUIECTBIIIETCS KOHTPOJIb 32 HX BBIIOJIHEHUEM, II0JIb30BAaTEIM NPOUHCTPYKTHUPOBAHBI O
[apOJIbHOM TOJUTHUKE U O IEUCTBUAX B CIIydasX yTpaThl WM KOMIPOMETALMH ApOJICH.

BeposTHOCTB peann3anuu yrpossl - HU3Kasl.

9.3.2. HenpennamepenHasi Mmoanpukanus (YHHUTOKeHHe) HH(POPMALMU COTPYAHUKAMHU

VYrpo3a ocymecTBisieTcss 3a CYeT JEHCTBHS YENIOBEYECKOro (akropa MOJIb30BaTENeH
NCII[AH, xoTopble HapyIIAIOT MOJOKEHUS NpUHATHIX npaBui padorsl ¢ WCIIJH nau He
OCBEIOMJICHBI O HUX.

B AaMMHUCTpanM OCYIIECTBIISETCS pe3epBHOE KomupoBaHue oOpabatbiBaembix I1/1H,
M0JIb30BATENH IPOUHCTPYKTUpOBaHbI 0 padote ¢ UCII/IH.

BeposTHOCTB peanu3anuu yrpo3bl - MaJIOBEPOSATHA.

9.3.3. HenpenHaMepeHHOE OTKJIIOUYEHHE CPEICTB 3aIUThI

VYrpo3a ocymiecTBiasieTcss 3a C4eT JCHCTBHS uesloBeuecKoro (akropa MOJIb30BaTeNeh
NCTI/JIH, xoTOpble HapylIalOT MOJIOKEHUS MPUHATHIX MpaBuil padoTsl ¢ MCII[AH u cpenctBamu
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3aIUTH] WX HE OCBEIOMIIEHBI O HUX.

B AjnMmuHucTpanuu BBEAEH KOHTPOJb JOCTyHa B KOHTPOJIUPYEMYIO 30HY, IBEPH
3aKpBIBAIOTCA HA 3aMOK, OCYIIECTBISETCS pa3sTpaHUUYEHUE JOCTyNa K HACTPOMKaM PEKHMOB
CPEZCTB 3alIHUTHI, OJIB30BATEIH IPOUHCTPYKTUPOBaHBI 0 padore ¢ UCII/IH.

BeposiTHOCTB pean3anuu yrpossl - MaJOBEPOATHA.

9.3.4. BbIxo1 U3 CTPOS aNNapaTHO-MPOTrPaMMHBIX CPeICTB

Yrpo3a OCyIIECTBJISICTCS BCJIECACTBUE HECOBEPIUEHCTBA  aIllapaTHO-IPOrPAMMHBIX
CPEACTB, M3-3a KOTOPBIX MOXKET IPOUCXOJHUTh HAPYLIEHUE LEIOCTHOCTH W JOCTYITHOCTH
3alMIaeMoi HHQOpPMAaIHH.

B AnmuHucTpanuu ocyuecTBisieTcsl pe3epBUpoBaHue KitoueBbIX dsemeHToB MCIT/IH.

BeposiTHOCTB pean3anuu yrpossl - MaJOBEPOSATHA.

9.3.5. Cooii cucTeMsl 2J1eKTPOCHADKEHUS

Yrpo3a oCcyliecTBIsSeTCs BCICACTBUE HECOBEPIICHCTBA CUCTEMBI AJICKTPOCHAOKECHHUSI, 13-
32 4YEro MOXET MPOUCXOJUTh HAPYUWIEHHWE LEJIOCTHOCTH W JOCTYIMHOCTH 3allUINAaeMOU
nHdopmanuu.

B Anvunucrpanuu ko BceM kitoueBbIM anieMeHTam MCII/IH moakiitoueHbsl MICTOYHUKHI
OecnepeOOHOTO MUTAHUS U OCYIIECTBIISICT PE3ePBHOE KOMMMPOBaHUE HH(OPMAITUH.

BeposTHOCT peanu3anuu yrpos3sl - HU3Kasl.

9.3.6. CTuxuiinoe 0eacrBue

VYrpo3a oCyIIeCTBISETCs BCIEACTBIE HECOOIIOICHUS Mep MTOYKapHOU 0€301macHOCTH.

B AnmuHHCTpanuu mOJB30BAaTEeIM NPOWHCTPYKTHPOBAHBI O JCHUCTBHAX B CIydae
BO3HUKHOBCHUSA BHCIITATHBIX CI/ITyaIII/If/'I.

BeposiTHOCTB peanu3anuu yrpo3sl - MaIOBEPOSITHA.

9.4. Yrpo3sl npeiHaMepeHHbIX J1elicTBHI BHYTPEHHUX HApyLIMTe el

9.4.1. Toctyn k uHdopmanumn, MoguduKAIUsI, YHUUTOKEHUE JIUI, HeTOMYIIEHHbIX K ee
o0padoTke

VYrpoza ocymectBisgercss myteM HCJ[ BHemHMX HapyumiudTenaedl B IMOMENICHUs, TJe
pacnonoxensl snementsl WMCII[IH w cpencTBa 3amuThl, a Tak >K€ MPOUCXOIUT pabora
MOJIb30BaTENEH.

B AnMunucTpanuu BBeJIeH KOHTPOJb IOCTYIa B KOHTPOJIUPYEMYIO 30HY.

BeposiTHOCTB peasiu3anuu yrpo3sl - MaJOBEPOSTHAS.

9.4.2. Pazrnamenue udgopmanuu, MoanpuKanus, YHHUTOKeHHEe COTPYTHUKAMU
AOMYIIeHHBIMH K ee 00padoTKe

VYrpo3a ocymiecTBisieTcss 3a C4eT JEHCTBHS uesloBedecKoro (akropa MOJIb30BaTeNeH
NCII I, KoTOpBIE HApyIIAIOT MOJOXKEHHS O HepasriiameHud oOpabaTeiBaeMol HH(MOpMAIHH
WIN HE OCBEJIOMJICHBI O HUX.

B AnmuHHCTpanuy 1mMoIb30BaTEeNd OCBEOMIICHBI O TOPSAKE paboThI C MEPCOHATBHBIMU
JTAHHBIMH.

BeposiTHOCTB peann3anum yrpossl - MaJIOBEPOSATHA.
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9.5. YI"pO3l>I HECAHKIIMOHUPOBAHHOI'0 T0CTYIIA 110 KaHAJIaM CBA3HU

B coorBerctBuM ¢ «TumoBoit Mojenbio yrpo3 0€30HacHOCTH MEPCOHAIbHBIX JTaHHBIX,
obpabateiBaeMbix B pacmpeneneHHbix MCII[IH, uMeromux MOAKIIOYEHHE K CETsIM OOIIEro
TIOJIb30BaHMs U (MJIM) MEXKIYHApOAHOro MH(POpPMAaMoOHHOTO oOMeHa» (1. 6.6 basoBoii moaenu
yIrpo3 0€30IacHOCTH MEPCOHAIBHBIX JAaHHBIX IIPU UX 00paboTKe B MH(GOPMALMOHHBIX CUCTEMAaX
HepCOHANbHBIX JaHHBIX, yTBEPXKAeHHOM 3amectuteneM aupektopa ®CTOK Poccun 15 deBpans
2008 r.), mis MCIIJIlH MOXHO paccMaTpuBaTh CISAYIONUE YIPO3bI, pPEATU3yeMbIe C
MCIIOJIb30BAaHUEM IIPOTOKOJIOB MEXCETEBOIO B3aUMOICHCTBUS:

- yrpo3a «AHanu3 ceteBoro Tpaduka» c¢ mepexBarom mnepenaBaemord n3 UCII[du u
NPUHUMAEMOM 13 BHEIIHUX ceTel HHpOopMaLuy;

- YIrpo3bl CKAHUPOBAHUS, HAIIPaBJIICHHbIE HA BBIABIICHUE TUIIA WA TUIIOB UCIOJIb3yEMbIX
ONEPALIMOHHBIX CHCTEM, CeTeBbIX ajpecoB pabouux cranuuii MWCII[H, Tomonorum certw,
OTKPBITBIX IIOPTOB U CIIYK0, OTKPBITHIX COETUHEHUH U Jp.;

- YTpO3bl BBISABJICHUS I1apOJIEH 110 CETH;

- YTpO3bl HAaBA3BIBAHUE JIOKHOTO MapIIpyTa CETH;

- YIPO3bI IOIMEHBI TOBEPEHHOI'0 0OBEKTA B CETH;

- Yrpo3bl BHEAPEHUs J0xKHOTr0 00bekTa Kak B CII/IH, Tak 1 BO BHEIIHUX CETSIX;

- yrpo3sl Tuna «OTka3 B 00CIyKUBaHUNY;

- YIPO3Bbl yIAJIEHHOIO 3aIlyCKa IPUII0KEHUM;

- YTPO3bl BHEJPEHHUS 10 CETU BPEIOHOCHBIX IIPOTPaMM.

9.5.1. ¥rpo3a «AHa/Iu3 ceTeBOro Tpapuka»

Ota yrposa peanusyercst ¢ MOMOUIbIO CHENMaIbHON MpOrpaMMbl-aHAIN3aTOpa MAKETOB
(sniffer), mepexBaTbIBaroIIeii Bce MakKeThl, NMEepeaaBacMble 10 CErMEHTY CETH, M BBLICISIOIIEH
Cpely HUX Te, B KOTOPbIX MepelaloTcs WIACHTU(UKATOP MOJIb30BaTENs U €ro mapojib. B xone
peanusaiuu yrpo3bl HapyLUIUTENb:

- n3ydaer Jyoruky paborst MCII[IH - TO ecTb CTpPeMHUTCS MOJyYUTh OJHO3HAYHOE
COOTBETCTBUE COOBITHH, MPOUCXOIANIMX B CHUCTEME, W KOMaHJ, NEepPEChUIAEMBIX IMPH 3TOM
XOCTaMM, B MOMEHT TIOSBJIEHMS JaHHBIX CcOObITHMH. B pampHelmem 53T0 mo3BOJseT
3JIOYMBIIIJIECHHUKY Ha OCHOBE 3aJIlaHUsl COOTBETCTBYIOIIMX KOMAaHJ IOJyYWUTh, HalpuMep,
NPUBUJIETUPOBAHHBIE ITPaBa Ha JICHCTBUSA B CHCTEME MJIM PaCIIMPUTH CBOM ITOJIHOMOYHS B HEM;

- IEPEXBATHIBAET MMOTOK MEPEAaBAEMbIX TaHHBIX, KOTOPHIMU OOMEHUBAIOTCS KOMIIOHEHTHI
CeTeBOIl  OMepallMOHHOM  CUCTeMbI,  JJIi  M3BJIEYEHUS  KOH(UIEHUMANbHOM  win
UICHTUPUKAIIMOHHON HH(pOpManuu (HampuMmep, CTaTUYECKHUX Iapojield MoJb30oBaTele uis
JocTyna K ynaineHHbIM xoctaMm no npotokoiamM FTP m TELNET, He mpemycmaTpuBaronimx
mmdpoBaHue), ee MoIMEHbI, MOAU(UKAIIUH U T.II.

9.5.2. [lepexBaT B npeaeIax KOHTPOJIUPYEMOii 30HbI BHEITHUMH HAPYIIUTEJISIMU
B AjnvmuHucTpanuM BBEIAEH KOHTPOJb JOCTyHa B KOHTPOJIUPYEMYIO 30HY, IBEpH
3aKpBIBAIOTCS HA 3aMOK.
BeposiTHOCTB peanm3aiiuy yrpo3bl - MaJIOBEPOSTHA.
9.5.3. IlepexBat B npeiesiax KOHTPOJIMPYeMOii 30HbI BHYTPEHHUMHU HAPYLIUTEISIMU
B AnmuHucTpanuu BBEIEH KOHTPOJIb JOCTyNa B KOHTPOJUPYEMYIO 30HY, IBEPH

3aKpBIBAIOTCS HA 3aMOK.
BeposTHOCTB peanu3anuu yrpo3bl - MaIOBEPOSATHA.
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9.5.4. Yrpo3a «ckaHMpOBaHHE CEeTH»

CyuHocTh Ipoliecca peaii3aluy yrpo3bl 3aKII04aeTcs B Mepeaye 3alpocoB CETEBBIM
ciayxxk6am xoctoB MCIIJIH u aHanmu3e OTBETOB OT HUX. Llenab - BBISIBICHHE HCIIOIB3YEMBIX
MPOTOKOJIOB, AOCTYMHBIX MOPTOB CETEBBIX CIYXKO, 3aKOHOB (POPMHUPOBAHUS UICHTU(PUKATOPOB
COCTMHECHUH, OTIPEICIICHIE aKTUBHBIX CETEBBIX CEPBUCOB, TOI00P UACHTU(PUKATOPOB U TApOJIei
MOJIL30BaTeIICH.

BeposiTHOCTB peanu3aiuu yrpo3sl - MaJOBEPOSATHA.

9.5.5. ¥rpo3a BbIsiB/IeHHs NapoJieii

Hens peanmmuszanuu yrpo3bl coctouT B nonydennn HCJL myteM mipeomoneHus: mapoabHOM
3aIUTHL. 3JI0YMBIIUIEHHUK MOXET PEAIU30BBbIBaTh YITPO3y € IOMOIIBIO LIEJIOT0 Psiia METOOB,
TaKUX KaK NpocTOd nepedop, nepedop ¢ MCIOJIb30BaHUEM CIIEIUAIbHBIX CJIOBaped, yCTaHOBKa
BPEIOHOCHOI MporpaMMBbl Ul IepexBaTa Maposis, HOoJMeHa JoBepeHHoro oowvekra cetu (IP-
spoofing) u nepexsaT nakeToB (sniffing). B ocHOBHOM a5l peanu3anuu yrpo3bl UCIOIb3YHOTCS
CHelMaNbHble  [POrpaMMbl, KOTOpbI€ MbITAIOTCA  MOJIYYUTh JOCTYIH  XOCTYy  IIyTeM
NOCJIEI0BATENBHOTO T0100pa naposieid. B ciaydae ycnexa, 3710yMBIIIICHHUK MOXKET CO3/1aTh IS
cel0s «mpoxoay» Uit Oyayliero AocTyna, KOTOpblii OyAeT neicTBoBaTh, Jake €ClId Ha XOCTe
M3MEHUTh NapoJib JOCTyTa.

BeposTHOCTB pean3aium yrpo3bl - MaJIOBEpOSTHA.

9.5.6 Yrpo3bl HaBA3bIBAHME JIO?KHOTO MApUIPYTa CeTH

JlanHast yrpo3a peajin3yercsi OJHUM U3 JABYX CIOCOOOB: MyTEM BHYTPHUCETMEHTHOTO WM
MEXCETMEHTHOTO HaBs3bIBaHUS. BO3MOXHOCTh HaBSI3bIBAHUS JIO)KHOTO MapIipyTa 00yCIOBIEeHa
HEJOCTaTKaMH, MPHUCYIIMMH aJrOPUTMaM MapUIpyTHU3alud (B YaCTHOCTU H3-3a MPOOIEeMbI
WICHTU(QHUKAIIMA CETEBBIX YIPABISIIOIIMX YCTPOKMCTB), B pE3yJIbTaT€ YEro MOKHO IOMNAcCTh,
HalpuMep, Ha XOCT WJIM B CETh 3JI0YMBIIUICHHHKA, /1€ MOKHO BOWTH B ONEPALMOHHYIO Cpeay
texHudyeckoro cpexacrBa B cocraBe HMCII/[In. Peanuzanum yrpo3bl OCHOBBIBAE€TCS Ha
HECaHKITMOHMPOBAHHOM HCIOJIB30BaHUM TpoTokojaoB MapmipyTtuszanuu (RIP, OSPF, LSP) u
ynpasneHuss cetbto (ICMP, SNMP) nnst BHeceHMS W3MEHEHUH B MapHIPyTHO-aJpECHBIE
tabnuuel. [Ipy 3TOM HapymuTeno HEOOXOAUMO MOCHaTh OT MMEHU CETEBOTO YIPABIISAIOIIETO
YCTpOWCTBA (HalpuMep, MapuIpyTH3aToOpa) yIpaBIsioliee COOOIIeHHE.

BeposiTHOCTB peanin3anuu yrpo3sl - MaJOBEPOSATHA.

9.5.7. Yrpo3bl noiMeHbI 10BEPEHHOI0 00bEKTa

Takas yrpoza >(QQEeKTHBHO peanu3yeTcs B CHCTEMaX, B KOTOPBIX IPHUMEHSIOTCS
HECTOMKHE allTOPUTMBI HICHTU(DUKALIMY U ayTeHTU(HUKAIIMHA XOCTOB, TMoyb30BaTeneit u T.14. [lox
JIOBEPEHHBIM OOBEKTOM TIOHMMAaeTCs OOBEKT CeTH (KOMIBIOTEP, MEXCETeBOH JSKpaH,
MapUIpyTHU3aTOP | T.I1.), JIETAIBHO MMOJKIIOYESHHBINA K CEpBEPY.

MoryT OBITh BBIIENIEHBI IBE PAa3HOBUIHOCTH TPOLECCa Peallu3aliy YKa3aHHOH yrpo3bL: ¢
yCTaHOBJICHHEM U 0€3 yCTaHOBJICHHUS BUPTYaJIbHOTO COCIMHEHUSI.

[Mpoumecc peanmu3anyu C YCTAaHOBJICHHEM BUPTYaJlbHOTO COCIUHEHUS COCTOUT B
NPUCBOCHUU TIPAB JIOBEPEHHOTO CyOBEKTa B3aUMOJICHCTBUS, YTO TIO3BOJISIET HAPYIIUTENIO BECTH
ceaHc paboTHI ¢ 0OBEKTOM CETH OT UMEHH JIOBEPEHHOT0 CyObeKTa. Peanmusanus yrpo3sl JaHHOTO
TUMa TpeOyeT TPEOJOJCHNUS CHUCTEMBbl HWACHTU(GUKAINH W ayTeHTU(UKAIUH COOOIICHHHA
(HampumMmep, aTaka rsh-ciyx0p1 UNIX-xocTa).

ITpouecc peanmu3anuu yrpo3sl 0€3 YyCTAHOBJICHHUS BHPTYQJIBHOTO COEIMHEHUS MOXKET
UMETh MECTO B CETSX, OCYLIECTBIISIOMINX UACHTH()UKAIMIO MepeaaBacMbIX COOOIIEHUH TOIBKO
o ceTeBoMy azpecy otmpaBuTens. CyIIHOCTh 3aKJIIOYaeTcss B Iepefade  Ciry>KeOHBIX
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COOOLIEHHH OT MMEHH CETEBbIX YIPABISAIOMIMX YCTPOWCTB (Hampumep, OT HMMEHHU
MapLIpyTU3aTOPOB) 00 U3MEHEHUH MApIIPYTHO-aIPECHBIX TAHHBIX.

B pesynbrare peamuzanuM yrpo3bl HapyLIIMTEdb I[OJy4yaeT IpaBa JoOCTyma K
texuuueckomy cpencty UCIIIH - nenu yrpos.

BeposTHOCTB peanu3anuu yrpo3bl - MaJIOBEPOSATHA.

9.5.8. BHenpeHue J105KHOT0 00bEKTA CeTH

Dta yrpo3a OCHOBaHa Ha WCIOJIb30BAHUU HEJOCTATKOB aJrOPUTMOB YAAJIEHHOTO TIOUCKA.
B cnydae ecnimi 0OOBEKTBHI CETH M3HAYAIHLHO HE MMCIOT aipeCHON WHGOpPMAIUU JPYT O ApYyTe,
UCTIONB3YIOTCS Pa3NUYHbIE MPOTOKONBI yNaJeHHOro Tmoucka (Hampumep, SAP B cersx
NovellNetWare; ARP, DNS, WINS B cetsx co crekom nporokono TCP/IP), 3axmrouaroniuecs B
nepenaye Mo CEeTH CHeUUalIbHBIX 3almpOCOB M MOJMYYCHHH Ha HUX OTBETOB C HCKOMOM
uHpopManueit. Ilpu sTom cyuiecTByeT BO3MOXKHOCTH I€pexBaTa HapyIIUTEIEM MOUCKOBOTO
3ampoca M BbIJAUX Ha HETO JIOKHOTO OTBETA, UCIOIb30BAHHE KOTOPOTO MPUBENIET K TpedyeMomy
W3MEHEHUIO MapIIPyTHO-aJPECHBIX JaHHBIX. B panbHeimeM Bech IMOTOK HMH(POPMAIINH,
ACCOILIMMPOBAHHBIN ¢ 00BEKTOM-)KEPTBOM, OYJICT MPOXOJUTH Yepe3 JOKHBIA OOBEKT CETH.

BeposTHOCTE peanu3anuu yrpo3bl - MAJIOBEPOSTHA.

9.5.9. ¥rpo3sl Tuna «OTKAa3 B 00CTYyKUBAHUN

OTH yrpo3sl OCHOBaHBI Ha HEIOCTAaTKaX CETEBOIO IMPOrPAaMMHOTO OOECIEYEHHs, €ro
YSI3BUMOCTSIX, TO3BOJISIONINX HAPYUIUTENI0 CO3/1aBaTh yCIOBUS, KOT/la ONEepallMOHHAs CHCTEMa
OKa3bIBACTCS HE B COCTOSIHUM 00pa0aThIBaTh MOCTYIAIOIINE MaKETHI.

MoryT OBITH BBIIETIEHBI HECKOJIBKO PA3HOBUIHOCTEHN TAaKUX YTPO3:

- CKpPBITBIN OTKa3 B 00CITy>)KMBaHUH, BbI3BAHHBIN NpuBieueHneM yactu pecypco UCIIIx
Ha 0O0pabOTKy MaKeTOB, IEpPEelIaBaeMbIX 3JIOYMBIIUIEHHUKOM CO CHIDKEHHEM TMPOIYCKHON
CIIOCOOHOCTH KAaHAJIOB CBA3M, NPOU3BOJUTEIBHOCTH CETEBBIX YCTPOWCTB, HApYIIEHUEM
TpeOoBaHUil K BpeMeHU 00paboTku 3ampocos. [Ipumepamu peanuzanuu yrpo3 nogo0HOTO poja
MOTYT CIYXXHUTb: HalpaBJIEHHBIA IITOPM 3X0-3arpocoB mo mpotokony ICMP (Pingflooding),
mropm 3anpocoB Ha ycraHoBienue TCP-coequnenuii (SYN-flooding), mropm 3anpocos k FTP-
cepBepy;

- SBHBIH OTKa3 B OOCIY)XKMBaHWHU, BBI3BaHHBIM ucueprianueMm pecypcoB MCIIJIH npwu
00paboTKe MaKeTOB, MEPEIABAEMBIX 3JIOYMBIIIJICHHUKOM (3aHSATHE BCEW IOJIOCHI MPOIYCKAHUS
KaHaJOB CBSI3M, IMIEPETOJHEHHE OdYepeneil 3ampocoB Ha O0OCHyKHMBaHUE), TPU KOTOPOM
JerajgbHble 3alpochl HE MOTyT OBbIThb MepedaHbl 4epe3 CETh H3-3a HEAOCTYNHOCTH Cpeibl
nepegayu, TU00 MOMydaroT OTKa3 B OOCITYXKMBAaHUM BBUIY MEPENOTHEHHS Oouyepeeil 3alpocoB,
JIMICKOBOTO TPOCTPAaHCTBAa MaMmsATH W T.1. [IpuMepaMu yrpo3 NaHHOTO THIIAa MOTYT CIYXHTb
mTopM mupokoBemarenbHplx [CMP-3x0-3anmpocoB (Smurf), HampaBnenHbrii mropm (SYN-
flooding), mropm cooOrienuii moutoBomy cepsepy (Spam);

- SBHBIM OTKa3 B OOCIY>XMBaHWM, BBI3BAaHHBIH HApyIIEHHWEM JIOTUYECKOW CBS3HOCTH
Mexay TexHuueckuMm cpenactBamu MCIIJIH mpu mepemade HapymIuTeNneM YNPaBIISIOLIHX
COOOIIIEHUH OT UMEHHU CETEBBIX YCTPOWCTB, MPUBOIAIINX K U3MEHEHUIO MapUIPyTHO-aAPECHBIX
nanabix  (Hanpumep, ICMP  RedirectHost, DNS-flooding) wnu uaeHTHOUKATMOHHOW |
ayTeHTU(UKAIMOHHON NH(pOpMaLINK;

- SIBHBIM OTKa3 B OOCITY>KHBAHWH, BBI3BAHHBINA TIepeavueii 37I0YMBIIUICHHUKOM TTAKETOB C
HecTaHIapTHBIMU aTpuOyTamu (yrpossl Tuma «Landy, «TearDrop», «Bonk», «Nuke», «UDP-
bomb») wnm umeronMx AIMHY, MPEBBINIAIONIYI0 MaKCHMMAlbHO IOMYCTHMBIA pasmep (yrposa
tuma «PingDeath»), uto MokeT mpuBecTH K COOI0 CETEBBIX YCTPOMCTB, yYacCTBYIOIIUX B
00paboTKe 3arpocoB, IPU YCIOBUU HAIMYUS OIIMOOK B IpOrpaMMax, peaju3youx MpOTOKOJIbI
CETeBOr0 OOMEHa.

PesynbraToM peanm3anuy JaHHOW yIpo3bl MOXKET CTaTh HAPYIICHHE PabOTOCIIOCOOHOCTH
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COOTBETCTBYIOMLIEH Cityk0bl npenoctaBieHus yaaneHHoro gocryna k [1/In 8 UCIT/IH, nepenaua
C OJHOTO aJpeca TaKOTO KOJMYECTBA 3alPOCOB Ha MOAKIIOYEHUE K TEXHUYECKOMY CPEICTBY B
cocraBe MCII/IH, KOTOpoe MaKCUMalIbHO MOXET «BMECTUThY» TpauK (HampaBIEHHBIH «IITOPM
3aIIPOCOBY), UTO BIIEUET 3a COOOI MEepErnoIHEeHNE 0YepeH 3apOCOB M OTKa3 OJHON U3 CETEBBIX
cinyx06 mnu mnonHas octaHoBka MCII/IH u3-3a HEBO3MOYKHOCTH CHUCTEMbI 3aHUMATbCS HUYEM
JIpyTUM, KpoMe 00paboTKU 3aIpOCOB.

BeposTHOCTB pean3anuu yrpossl - MaJOBEPOATHA.

9.5.10. ¥rpo3sI yiajeHHOr0 3aNyCKa MPHJI0KEHHI

VYrpo3a 3akmrouaercss B cTpemiieHuMM 3amyctuTs Ha xocte HCII[H pasnuusble
IPEIBAPUTEILHO BHEJIPEHHbIE BPEIOHOCHBIE IPOTrpaMMbl: MPOrPaMMBI-3aKIAaKU, BUPYCHI,
«CeTeBbIC IIMUOHBD», OCHOBHAs IeJIb KOTOPbIX - HapylleHHe KOH(PUICHIMAIbHOCTH,
LEJIOCTHOCTH, JOCTYITHOCTH UH(QOPMAIMK U TOJHBIA KOHTPOJIb 3a paboToil xocta. Kpome Toro,
BO3MO)XEH HECAaHKLMOHMPOBAHHBIM 3allyCK NPUKIAJHBIX INPOrpamMM IOJIb30BaTeNIed A
HECaHKIMOHUPOBAHHOI'O TIOJYYEHUS] HEOOXOIMMBIX HApYIIMUTENI0 JaHHBIX, JJI1 3aIycka
YIPAaBIIIEMBIX IPUKJIAJHON IIPOrPaMMOH NMPOLIECCOB U JIp.

Breiaenstor Tpu noakiiacca JaHHbIX YIpo3:

- pacrpocTpaHeHue ¢ailyioB, coaepkKalux HECAHKIIMOHUPOBAHHBIN HCIIOIHAEMBIN KOTI;

- yJaJCHHBIA 3allyCK NPWIOKEHUS IyTEeM TIepernonHeHus Oydepa NpUIOKEHUN-
CEPBEPOB;

- YJAJICHHBIA 3allyCK NPUIOKEHHS IIyTEM HCIOJIb30BaHUS BO3MOXKHOCTEH YJAJIEHHOIO
YIPAaBIEHUSI CHCTEMOH, IPENOCTABIAEMBIX CKPBITBIMM IIPOIPAMMHBIMM W alllapaTHBIMU
3aKJIaJIKaMU, JTMOO UCII0JIb3YEMBIMH IITATHBIMU CPEJCTBAMMU.

Tunosble yrpo3sl MEPBOrO M3 YKa3aHHBIX IOJKIACCOB OCHOBBIBAKOTCS HAa AKTUBU3ALUU
pacmpocTpaHsieMbIx (aiijoB MpH ciy4aiiHOM oOpamieHHH K HUM. lIpumepamu Takux Qaiinos
MOTYT CIIy’KUTb: (Dailjibl, copeprkallue HUCIONHAEMBbIH KOA B BHJ JIOKYMEHTBI, COJAEpIKallue
UCTIOJIHAEMBIA KOJ B BHJE dJIeMeHTOB ActiveX, Java-amnmieToB, HHTEPIPETUPYEMBIX CKPUIITOB
(HampuMep, TeKCThl Ha JavaScript); ¢ailnbl, conepaiiue UCIONHAEeMble KOAbl mporpaMM. Jlis
pacmipocTpaneHust (ailloB MOTYT HCHOJB30BATHCS CIIYKOBI 3JEKTPOHHON MOYTHI, Tepeaadu
¢aiinoB, ceTeBoi (GaitioBOl CHCTEMBI.

[Ipu yrpo3ax BTOpOro moJjkJjacca MCIOIb3yKTCS HEOCTATKU MPOTrPaMM, PEATU3YIOLINX
CeTEeBbIE CEPBHUCHI (B YAaCTHOCTH, OTCYTCTBHME KOHTpOJIA 3a IiepenojHeHuem Oydepa).
HacTpoiikoii CUCTEMHBIX PETHCTPOB HHOTJA YIAETCS MNEPEKIIOYUTh MPOLECCOp IMOCHE
IpepbIBaHMs, BBI3BAHHOIO NepenojHeHneM Oydepa, Ha HCIOIHEHHE KOJa, COAEepKalerocs 3a
rpanunei oydepa. [IpumepoM peanuzanuu Takoi yrpo3bl MOXKET CIIY>KUTh BHEJPEHUE LIHPOKO
U3BECTHOTO «BHpYyca Moppucay.

[Ipn yrposax TpeTbero mojkjiacca HapyLIUTENIb UCIIOJIb3YET BO3MOXHOCTH YAAJIEHHOTO
yOpaBJIEHUS CHUCTEMOM, IpefocTaBiseMble CKpbIMypoMH  KOMIIOHEHTaMHM  (Hampumep,
«TpossHCKUMHU» TporpamMmamu tuna Back. Orifice, NetBus), nmu0o mTaTHBIMH CpeICTBaMu
yIOpaBleHHss H aJIMUHHUCTPHpOBaHUs KoMmmbloTepHbix cereil (LandeskManagementSuite,
Managewise, BackOrifice u T1.1.). B pe3ynpTaTe HX HCIONB30BaHUS YAACTCS JTOOUTHCS
YAAJIEHHOTO KOHTPOJISI HaJl CTAHLIUEH B CETH.

BeposTHOCTB peanu3anuu yrpo3bl - MaIOBEPOSATHA.

9.5.11. Yrpo3sl BHeIpeHH 110 CeTH BPeJOHOCHBIX MPOrpaMM

K BpenoHOCHBIM mporpaMmam, BHEAPSAEMBIM I10 CETH, OTHOCATCS BUPYCHI, KOTOPBIE IS
CBOEr0 PACIPOCTPAHCHHUS AKTUBHO MHCIIOIB3YIOT IIPOTOKOJIBI U BO3MOKHOCTU JIOKAJIBHBIX U
rio0anbHBIX ceTeil. OCHOBHBIM MPHUHIIUIIOM pabOTHI CETEBOTO BHpPYCa SIBISETCS BO3MOXKHOCTD
CaMOCTOSITENILHO NepeaaTh CBOM KO/ Ha y/AaJCHHBINH cepBep Wi pabouyro CTaHIIHUIO.

«ITonHOLEHHBIE» CETEBBIE BUPYCHI IIPH 3TOM 00JIaJJaloT €Il€ ¥ BO3MOKHOCTbHIO 3aIlyCTUTh
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Ha BBINIOJIHEHUE CBOW KOJ Ha YJAJICHHOM KOMIIBIOTEpPE WJIH, N0 KpallHEW Mepe, «IIOATOIKHYTH
H0JTB30BATENS K 3aIlyCKy 3apa)KCeHHOTO (aiina.

BpenonocHsiMu nporpammamu, obecneunBaromumu ocyuiectsienne HCJI, MmoryT ObITh:

- IPOrpaMMBbl IOJ00PA U BCKPBITUS MAapOJIeii;

- IPOrPaMMBbl, PEAIU3YIOLUE YIPO3bI;

- IIPOrPaMMbl, J€MOHCTPUPYIOIINE UCIIOIb30BaHUE HEJIEKIAPUPOBAHHBIX BO3ZMOKHOCTEMN
OPOTrpaMMHOTO0 U IporpaMMHo-anmnapaToro ooecneuenus: UCI/IH;

- IPOrPaMMBbI-T€HEPATOPHI KOMIIbIOTEPHBIX BUPYCOB;

- IPOTPaMMBbl, IEMOHCTPUPYIOIIUE YSA3BUMOCTHU CPEACTB 3aIlUTHI HHPOPMALIUU U Jp.

BeposiTHOCTE peanu3anum yrpo3bl - MaJIOBEPOSATHA.



