A/IMUHNUCTPALINA
MypOMCKOT0 CelnbCKOIro MOCEIEHUs
benoropckoro paiiona

Pecry6muku Kpbim
I[TOCTAHOBJIEHUE

15 centsi6ps 2020 c.Mypomckoe Ne 176

O0 yrBepxknennun Mogeau yrpo3  0e30macHOCTH
NMEPCOHAJNBbHBIX JIAHHBIX NpU HUX o0o0padoTke B
HH(POPMALMOHHBIX CHCTEMAX MEPCOHAJBHBIX JaHHBIX
agMuHUCTPauMd MypPOMCKOro CeJjibCKOro mnocejeHust
Beaoropckoro paiiona Pecnyosmmku Kpbim

B coorBerctBunm ¢ ®enepanpHbiM 3akoHOM oT 27.07.2006 Ne 152-®@3 «O
MEepCOHANBHBIX JaHHBIX», NocTaHoBieHueM IIpaButenbctBa Poccuiickoin ®enepanuu OT
01.11.2012 Ne 1119 «O6 yTBepxaeHUn TpeOOBaHUH K 3aIIMTE MEPCOHAIBHBIX JAHHBIX MPU UX
0o0paboTke B HH(POPMALMOHHBIX CHCTEMaxX MEPCOHAIBHBIX MJAHHBIX», AaIMUHUCTpALUs
MypoMCKOTO  CeNbCcKOro  moceleHuss  benoropckoro  paiiona  PecrmyOmuku — Kpbim
INOCTAHOBJISIET:

1. YVrBepauts Mojens yrpo3 0e30MacHOCTH NMEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe
B MH(DOPMAIMOHHBIX CHUCTEMaX IEPCOHANBHBIX JIAHHBIX aIMUHUCTpAIHH MypOMCKOTO
cenbckoro nocenenus: benoropckoro paiiona Pecnyonuku Kpeim cornacuo [punoxenuto.

2. KoHTpoI1b 32 UCIIOTHEHUEM HACTOAIIETO OCTAHOBIIEHUS OCTABJISIO 32 COOOM.

3. Hacrosiee nmoctaHOBIIEHHE BCTYIAET B CHITy C MOMEHTA €ro 00HApOJOBaHMUS.

I'maBa AMuHUCTpALIUKU
MypOMCKOT0 CEJIBCKOTO IIOCEICHHUS A.X.XamutoB
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YTBEPXIEHO

IIOCTaHOBJICHHEM AJMUHHUCTPALU
MypOMCKOT0 CEeJIbCKOr0 MOCEIEHUS
ot 15.09.2020 Ne 176

ITpunoxenne Ne 1

MOJEJIb YT'PO3 BE3OITACHOCTH IEPCOHAJIBHBIX TAHHBIX ITPU UX
OBPABOTKE B UH®OPMALIMOHHBIX CUCTAMAX INEPCOHAJIBHBIX
JAHHBIX AI/MUHUCTPAIIUU MYPOMCKOI'O CEJIBCKOI'O IIOCEJIEHUA
BEJIOTOPCKOI'O PAHOHA PECITYBJUKH KPHIM

Pa3gena I O01ue mosoKeHus

1. Hactosimass Mojienb yrpo3 6€30macHOCTH MEPCOHAIBHBIX JaHHBIX MIPH UX 00paboTke
B HH(OPMAIMOHHBIX CHUCTEMax IEPCOHAIbHBIX JAaHHBIX aJMHUHHUCTpAUU MypOMCKOIo
celbecKkoro moceneHust bemoropckoro paiiona Pecny6nuku Kpbsim (manee - Mognens yrpos)
COJIEPKUT CUCTEMATU3UPOBAHHBIN MepeuyeHb yrpo3 0€30MacCHOCTU NMEPCOHANBHBIX JaHHBIX MPU
ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMaX NEPCOHAIBHBIX JAHHBIX.

Yrpo3sl  0€30MacHOCTH  MEPCOHANIbHBIX JAHHBIX MOTYT OBITb  OOYCJIOBIIEHBI
peIHAMEPEHHBIMU WM HENpeIHAMEPEeHHbIMH JEHCTBUAMHM (PU3UUYECKUX JIHL, ACHCTBUAMU
3apyOeXHBIX CHENCIy O WM OpraHu3alMil (B TOM YHUCIIE TEPPOPUCTUUYECKUX), a TaKKe
KPUMHUHAJIBHBIX TIPYNIUPOBOK, CO3JAIOIUX YCIOBUA (MPEANOCBUIKM) M HapyUIeHUS
0e30I1aCHOCTH TEPCOHAIBHBIX JIaHHBIX, KOTOpPO€ BeIeT K yIIepOy >KM3HEHHO BayKHBIX
UHTEPECOB JIMYHOCTH, 0OIIECTBA U FOCYAapCTBa.

Mopenb yrpo3 colepKUT UCXOHBIE TaHHbIE 110 yIpo3aM 0e30MacHOCTH NMEePCOHANIbH bIX
JaHHBIX, 00pabaTbiBaeMbIX B HH(MOPMALMOHHBIX CHUCTEMaX IEPCOHANBHBIX JAHHBIX
aAMUHUCTpan MypoMCKOro cenbckoro nocenenus benoropckoro paiiona Pecriyonuku Kpsim
(manee - UCII/IH), cBSI3aHHBIM:

- C MepexBaToOM (CbEMOM) NEPCOHAIBHBIX JAHHBIX [0 TEXHUUYECKUM KaHajlaM C LEJbI0
MX KOIMPOBAaHUS WU HETPAaBOMEPHOI'O PaCIIPOCTPAHEHUS;

- C HECaHKIIMOHUPOBAHHBIM, B TOM 4ucie ciy4yailHbIM, goctynoM B MCIIH ¢ uensto
W3MECHEHMS, KOIIMPOBAaHUS, HEIPAaBOMEPHOIO PACIPOCTPAHEHHs IEPCOHAIBHBIX JAHHBIX WU
JECTPYKTUBHBIX Bo3nelicTBuil Ha 3neMenThl CIT/IH 1 00pabaThiBaeMbIX B HUX TIEPCOHATBHBIX
JAHHBIX C MCIOJB30BAHMEM IPOTrPAMMHBIX M NPOrPaMMHO-ANIMAPATHBIX CPEICTB C LENbIO
YHUUTOXEHUS WIN OJOKUPOBAHUS NEPCOHAIBHBIX JaHHBIX.

2. Hacrosimas Mojaens yrpo3 pazpaboTraHa B COOTBETCTBHUH C:

- ®enepanbabIM 3akoHOM OT 27.07.2006 Ne 152-D3 «O nepcoHaIbHBIX TaHHBIX Y,

- noctaHoBneHnueM llpaBurensctBa Poccuiickoit @enepamuu ot 01.11.2012 Ne 1119
«O0 yTBepkaeHUM TpeOOBaHMM K 3alUTe MEPCOHAIbHBIX AAHHBIX IMpPH UX 00paboTke B
UH(POPMAIIMOHHBIX CUCTEMaX IMEPCOHAIBHBIX TAHHBIX»;

- 6a30BOI MOJIeNbI0 YyIpo3 0€30MacCHOCTH MEPCOHATIBHBIX JaHHBIX MPHU UX 00paboTke B
MH(GOPMAIIMOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX, YTBEPKICHHONH DenepanbHOi ciryk0oi
10 TEXHUYECKOMY U 3KCIOPTHOMY KOHTpouto 15.02.2008;

- METOAMKOM ompeneseHuss akTyalbHbIX YIpo3 0€30MacHOCTH MEPCOHAIBHBIX JaHHBIX
npu ux obpaboTke B MH(OPMALMOHHBIX CHCTEMax NEPCOHAIbHBIX JaHHBIX, YTBEP)KIECHHOU
®denepanbHOU CITyK00H 1O TEXHUYECKOMY U SKCIOPTHOMY KOoHTpoJto 15.02.2008.

3. C nmpumenenneM Mojienu yrpo3 pemarTcs Caeayonme 3a1aqu:

1) pa3paboTka 4YacCTHBIX MoJeleld yrpo3 O€30MacHOCTH MEPCOHANbHBIX JaHHBIX B
koHkpetHbix MCIIJlTH ¢ y4eromM w®WX Ha3HAueHUs, YCIOBUH ©  OCOOCHHOCTEH
(GYHKIIMOHUPOBAHUS;
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2) ananu3 3anuiieHHocTd MCITJH ot yrpo3 6e30macHOCTH NEPCOHAJIBHBIX TaHHBIX B
XO0Jle OpPTaHM3allMi U BBIMOJIHEHUS paboT Mo oOecredyeHHI0 O0e30MacCHOCTH MEPCOHANBHBIX
JIAaHHBIX;

3) paspaboTka cHCTEMBl 3allUThl [EPCOHANBHBIX JaHHBIX, 00ecleunBaroIIeH
HEUTpaIM3aliio MPEAINoJaraéMblX Yrpo3 € MCIOJIb30BAHMEM METOJOB M CIOCOOOB 3aIIUThHI
MEePCOHAIBHBIX JAaHHBIX, IPEYCMOTPEHHBIX 7151 cooTBeTcTBYtoHIero knacca UCIIx;

4) MPOBEJACHHUE MEpPOTNPHUSITH, HanpaBJICHHBIX Ha NpeI0TBpaALCHUE
HECAHKIIMOHUPOBAHHOTO JOCTyNa K MEPCOHANBHBIM JaHHBIM U (WJIM) Mepeadn uX JulaM, He
MMEIOIIUM TIpaBa JI0CTyIa K TaKOW WHPOpMAITUH;

5) HemomyieHue Bo3aeicTBUS Ha TexHudeckue cpeactBa WCII[In, B pe3ynbrare
KOTOPOTO MOXKET OBITh HAPYIICHO WX ()YHKIIMOHUPOBAHUE;

6) KOHTPOJIb 0OeCTIeUeHHs YPOBHS 3alUIIIEHHOCTH MEPCOHATBHBIX JAHHBIX.

4. B HacToseit Moaenu yrpo3 UCIONIb3YIOTCS CIAEAYOUIME TOHATHS:

1) 0e3omacHOCTHL NEPCOHAJBHBIX JAHHBIX - COCTOSHHC  3al[UINEHHOCTH
NEPCOHANBHBIX JaHHBIX, XapaKTEePU3yeMOe CIOCOOHOCTHIO TOJIb30BATENCH, TEXHHUECKHX
CpCaACTB U I/IH(i)OpMaIII/IOHHI)IX TEXHOJIOTUH 00€CIIeYNTh KOH(bI/I)ICHHI/IaHI)HOCTB, OEJIOCTHOCTDh U
JOCTYITHOCTh TEPCOHANBHBIX MaHHBIX NPH HX 00paboTke B MH(MOPMAIMOHHBIX CHCTEMax
NEPCOHATIBHBIX JaHHBIX;

2) 0JOKWMpOBaHHWE TEPCOHAJIBHBIX JAHHBIX - BPEMEHHOC MpeKpalleHue coopa,
CUCTeMaTrn3alMy, HAKOIIJICHUA, UCIIOJIb30BAHUA, paCIPOCTPAHCHUA IIEPCOHATIBHBIX JTAHHBIX, B
TOM YHUCJIE UX NIepeaayH;

3) BpeaoHOCHasi mporpamMma - TporpaMma, NpeHa3HaYCHHAas IJIsl OCYINECTBIICHHSI
HECAHKIIMOHUPOBAHHOTO JIOCTYNMa W (WJIM) BO3ACHCTBUS Ha MEPCOHAIbHBIC JAaHHBIC HIIU
pecypcbl ”HGOPMALIMOHHON CUCTEMBI IEPCOHANIBHBIX JIaHHBIX;

4) BcnmomoraTteJbHble TEXHHYECKHE CPEeICTBA H CHCTEMbI - TCXHUYECKHE CPECTBA U
CUCTEMbI, HC MNPCAHA3HAYCHHBLIC MJId IICpcaaydu, O6pa6OTKH N XpaHCHUA TMCPCOHAJIBHBIX
JJAHHBIX, YCTAHABIMBAEMBIE COBMECTHO C TEXHHYECKMMHU CpPEACTBAMH U CHUCTEMAMH,
NpeAHa3HAYCHHBIMHA JJIA 06pa6OTKI/I NEPpCOHAJIBHBIX JAHHBIX, UJINW B MMOMCHICHHUAX, B KOTOPBIX
YCTaHOBJICHBI UH(OPMAIIMOHHBIE CUCTEMBI IEPCOHANIBHBIX JIaHHBIX;

5) mocTynm B ONEpanlMOHHYIO cpely KoMIbHTepa (MHPOPMALMOHHON CHCTEMbI
NMEPCOHAJIBHBIX JAHHBIX) - IOJYYEHHUE BO3MOXHOCTH 3allyCKa Ha BBINOJHEHHE IITATHBIX
KOMaHJ, (QYHKIUHA, TPOUEAyp ONEPAllMOHHOW CHCTeMbl (YHHUYTOXXCHHS, KOIHMPOBAHUS,
nepeMeNIeHus | T.11.), UICTIONHAEMbIX (ailioB MPUKIAAHBIX IPOTPaAMM;

6) moctyn k wuHoOpManMM - BO3MOXHOCTh MONY4YCHHS WHPOpMaUKM U ee
UCIIOJIb30BaHMUS;
7) 3amumaemasi uHdopMamusi - wuHbOpPMAIMSA, SBISIOMIASACT  MPEIMETOM

COOCTBEHHOCTH U TIOJUIC)KAIIIAS 3AIIUTE B COOTBETCTBUH C TPEOOBAHUSIMH IMPABOBBIX aKTOB WU
TpeOOBAHMSIMY, YCTAHABIMBAEMBIMH COOCTBEHHUKOM HH(OpMAIUH;

8) wuHpoOpMATMBHBIH CHrHAJ - OJCKTPUYECKHE CHTHAIbI, AaKyCTHYECKHE,
QJICKTPOMArHUTHBIE W JApyrHe (u3udeckue moJisg, MO IMapaMeTpaM KOTOPBIX MOXKET OBITh
packpbiTa KOH(pHUIESHIHAIbHAsA WHpopMamus (TepcoHaNbHBIC MaHHBIE), 0OpabaThiBacMas B
UH(OPMAITMOHHON CUCTEME TIEPCOHATBHBIX JaHHBIX;

9) uHpoOpMAIMOHHASI CHCTEMA MEPCOHAJbHBIX AAHHBIX - 3T0 HH()OPMAIMOHHAS
CHUCTEMa, TPEJICTABIIAIONIAsE COOOM COBOKYITHOCTh TEPCOHATBHBIX JAaHHBIX, COJEPIKAIIUXCS B
0a3e IaHHBIX, a TAK)KEe HHPOPMAITMOHHBIX TEXHOJIOTHIA U TEXHUYCCKUX CPEJICTB, TO3BOJISIONINX
OCYIIECTBIATE O0pabOTKY TakKWMX TIEPCOHATBHBIX JIAHHBIX C HCIOJIB30BAaHUEM CPEJICTB
ABTOMATH3AIMH WIH 0€3 UCTIOJIB30BAHUS TAKUX CPEJICTB;

10) uHpopManHOHHBIE TEXHOJOTHHU - MPOIIECCHI, METOIbI TIOMCKA, cOOpa, XPaHCHHUS,
00pabOTKH, MPEIOCTaBICHUS, PACIPOCTPAHCHUS] WH(POPMAIMK U CHOCOOBI OCYIICCTBICHUS
TaKHUX MPOIIECCOB U METO/IOB;



11) WCTOYHHUK Yrpo3pl 0e30MacHOCTH HHPOPMANMU - CYOBEKT JIOCTYIIa,
MaTepuaibHbIl OOBEKT MM (U3UYECKOE SIBICHUE, SBISIOLIMECS NPUYUHOW BO3HMKHOBEHHS
yIrpo3bl 6e30macHOCTH HH(OPMAITUH;

12) koHTpoampyemMasi 30HAa - OTO MPOCTPAHCTBO, B KOTOPOM HCKIIFOYECHO
HEKOHTPOJIMpyeMOe TpeObIBAHUE COTPYIHUKOB OMNEPAaTOpa, HMHBIX JHI ¥ TMOCTOPOHHUX
TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MAaTEPUAJIbHBIX CPE/ICTB;

13) KOH(pUAEHIHAIBHOCTH NMEPCOHAIBHBIX JAHHBIX - 0053aTEILHOE 151 COOJIOICHUS
OIepaToOpOM WJIM MHBIM MOJYYHUBIIMM JOCTYIl K NEPCOHAIBHBIM JaHHBIM JIMLIOM TpeOOBaHHE
HE JOIMyCKaTh MX pacmpocTpaHeHUs 0e3 corjacus CyObeKTa MEpCOHAIBHBIX NaHHBIX WA
HAJIMYUS MHOT'O 3aKOHHOT'O OCHOBAHMS;

14) wapymuTeab 0e30MaCHOCTH NEPCOHAIBHBIX JAaHHBIX - (QH3MUYECKOE JIHUIO,
CIly4ailHO WJIM NpeJHAMEPEHHO COBeplIarollee IEHCTBUS, CJIEICTBUEM KOTOPBIX SBISIETCA
HapylIeHne O€30MacHOCTH TEePCOHANBHBIX JIAaHHBIX TIPpU HUX 00pabOTKe TEXHHUYECKUMHU
CpeICTBaMH B MH(POPMAIIMOHHBIX CUCTEMaX MEPCOHATbHBIX JaHHBIX;

15) HecaHKIMOHUPOBAHHBIN JAOCTYN (HECAHKIIMOHMPOBAHHBIE €l CTBHS) - JIOCTYII
K uHpopManmMM WIM JAeWcTBUA C HH(pOpManued, OCYLIECTBIEMble C HapyLICHHEM
YCTaHOBJICHHBIX TpaB W (WJIM) MpaBWI AOCTyNa K HHpOpMAanMuW WM JEHCTBUH C HEW C
IPUMEHEHUEM IITATHBIX CPEJICTB MHPOPMAIIMOHHOW CUCTEMbI MU CPEACTB, aHAJIOTUYHBIX UM
110 CBOUM (YHKIIMOHATBHOMY NPEAHA3HAUYCHUIO U TEXHUYECKHM XapaKTePUCTHKAM;

16) Hocurtear mHpopManuu - GUINIECKOE JIMIO WM MATePHAIbHBI OOBEKT, B TOM
guciie GU3NIECKOoe 1oJie, B KOTOPOM WH(POpMAIUs HAXOAUT CBOE OTPaXCHHE B BHJIE CUMBOJIOB,
00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUH U MPOLIECCOB, KOJUYECTBEHHBIX XapaKTEPUCTHK
(bU3UYECKUX BEIMYHH;

17) mnepexBaT wuHQOpPMANMU - HENPABOMEPHOE IOJNy4YeHHE HH(POpMAIMU C
UCTIOJB30BAaHUEM TEXHHYECKOTO CpPEJCTBA, OCYIIECTBISIIONIET0 OOHAapYy)KEHHE, IMpHEM H
00paboTKy MH(OPMATUBHBIX CUTHAJIOB;

18) moGouYHBIE 3JIEKTPOMATHHTHBIE HM3JY4YeHUS M HABOAKH - DJICKTPOMAarHUTHBIC
U3ITYUYEHUS] TEXHUYECKHX CPEJICTB 00paboTKM 3amuiaeMoi HHGOpMaLuy, BO3HUKAIOIINE KakK
noOOYHOE SIBJICHHE M BBI3BAHHBIC OJJIEKTPUUYECKMMH CHTHAJIAMH, JEHCTBYIOIIMMH B UX
JNEKTPUYECKUX M MAarHUTHBIX LIEMAX, @ TAKXKE JIEKTPOMArHUTHbIE HABOAKU 3TUX CUTHAJIOB Ha
TOKOTIPOBOISIINE JTHHUN, KOHCTPYKIIUH U LIENU TUTAHUS;

19) mosab3oBaTeb WHGPOPMAIMOHHON CHCTEMBI NMEPCOHAJIBHBIX AAHHBIX - JIHUIIO,
ydacTByIomiee B (yHKIIMOHUPOBAHUU UHPOPMAIIMOHHOW CHCTEMBI IIEPCOHATIBHBIX JTAHHBIX WIIH
UCIIOJIb3YIOIIEe PE3YIbTaThl €€ PYHKIIMOHUPOBAHNUS;

20) NporpaMMHoe (mporpaMMHoO-MaTeMaTHYeCKOE) BO3/eiicTBUE -
HECaHKI[MOHUPOBAHHOE BO3/ICICTBHE Ha pecypchbl aBTOMAaTH3UPOBAHHOW HH(DOpPMALMOHHON
CUCTEMBI, OCYIIECTBIIIEMOE C UCIIOJIb30BAHUEM BPEIOHOCHBIX MPOTPaMM;

21) cpencTBa BBIYUCIANTEIbHONW TEXHHKH - COBOKYITHOCTh IIPOTPAMMHBIX |
TEXHUYECKUX DJIEMEHTOB CHCTEM O0OpabOTKM JaHHBIX, CIOCOOHBIX (HYHKIMOHHPOBATH
CaMOCTOSITENILHO UJIM B COCTaBe APYTUX CUCTEM;

22) TexHU4YeCKHe CPeCcTBA MH(POPMALHOHHOI CHCTEMBI MEPCOHATBHBIX TAHHBIX -
CPEJCTBA BBIYUCIUTEIBHON TEXHUKH, HH(POPMAIIMOHHO-BBIUNCIUTEIbHbBIE KOMIUIEKCH U CETH,
CpeicTBa M CUCTEMBI IEepefauu, npueMa U oOpaOOTKU MEPCOHANIBHBIX JaHHBIX (CpeiCcTBa U
CUCTEMBbl  3BYKO3aIlUCH, 3BYKOYCWJIEHMS, 3BYKOBOCIPOHU3BEICHHS, IEPErOBOPHBIE U
TEJICBU3UOHHBIE YCTPOWCTBA, CPEACTBA U3TOTOBJICHUS, THPAKUPOBAHHS JOKYMEHTOB U JIpyTHE
TEXHUYECKHE CpencTBa oO0paboOTKH pedeBoil, rpadudeckoil, Buiaeo- M OyKBEHHO-IIH(PPOBOMH
uHOpMAIMK), TPOTPAMMHBIE CpPEACTBA (OMEpaIllMOHHBIE CHCTEMBI, CHCTEMBI YIIPABJICHUS
0a3aMu JaHHBIX U T.I1.), CPEJICTBA 3aLIUTHl HHPOPMAIIH;

23) TexXHMYeCKWH KaHAJ YTeYKM HWHQOPMAIMH - COBOKYITHOCTb HOCHTEJIS
uHpopmaru (cpeacTBa 00padoTku), Guzndeckoil cpeapl pacnpocTpaHeHUss HHHOPMATHBHOTO
CUTHAJa U CPEJICTB, KOTOPBIMH JTOOBIBACTCS 3aInIiaeMast HH)OpMaIus;



24) yrpo3bl 0e30MacHOCTH TNMEPCOHAJBHBIX JAHHBIX - COBOKYITHOCTh YCIIOBHH |
(akTOpOB, CO3JAIOIIUX ONACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCJIE CIIy4ailHOro,
JIOCTynla K IEPCOHAJIBHBIM JIaHHBIM, PE3YyJIbTATOM KOTOPOr0 MOYKET CTaTh YHHYTOKECHHE,
U3MEHeHue, OJOKMpOBaHHUE, KOMMPOBAHUE, PACTIPOCTPAHEHHE MTEPCOHANBHBIX JaHHBIX, a TAKXKE
WHBIX HECAaHKIIMOHUPOBAHHBIX JCUCTBUH TpH WX 00paboTKe B MH(POPMAIMOHHOHN cHCcTEeMe
[IEPCOHAJIBHBIX JAHHBIX;

25) YHHYTOKeHHE TNePCOHAJBHBIX HAHHBIX - JCHUCTBHS, B PE3yJIbTaTe KOTOPBIX
HEBO3MOKHO BOCCTAHOBUTD COJIEP)KaHNE NEPCOHANIBHBIX JAaHHBIX B HH()OPMALIMOHHOM cUCTEME
IIEPCOHAIBHBIX JIAHHBIX WJIM B PE3YyJbTAaTe KOTOPBIX YHUUYTOXKAOTCS MaTE€pUaAIbHbIE HOCUTEIN
[IEPCOHAIBHBIX JAHHBIX;

26) yreuka (3ammiiaemMoii) uHpoOpMAUM 1O TEeXHHYECKHM KaHajaM -
HEKOHTPOJIMPYEMOE paclpocTpaHeHne WH(GOPMALMU OT HOCUTEINS 3aluinaeMoil nupopmanuu
yepe3 (U3MUECKYI0 Cpely [0 TEXHMYECKOro CpeiCTBa, OCYLIECTBIISIIOUIETO IE€pexBaT
uHpopMaINH;

27) ya3BHMOCTH HH(OPMAINMOHHOI CHCTEMbI MEPCOHATBHBIX JIAHHBIX - HEIOCTATOK
WK c1aboe MECTO B CUCTEMHOM WJIM NMPHUKJIAJHOM MPOrPaMMHOM (IIPOrpaMMHO -alnapaTHOM)
o0OecreuyeHnn aBTOMATU3UPOBAHHON HMHPOPMALMOHHON CHUCTEMBI, KOTOpPBIE MOTYT OBITh
UCIOJIb30BaHbI I pealln3aluy yrpo3bl 0€30MaCHOCTH NEPCOHANBHBIX JaHHBIM;

28) mesIocTHOCTh HHGPOPMALIMH - COCTOSIHUE UHPOPMAIIUH, IPH KOTOPOM OTCYTCTBYET
ar060e ee U3MEeHEeHHe MO0 N3MEHEHHUE OCYIIECTBISETCS TOJIBKO MPEeIHAMEPEHHO CyObeKTaMH,
MMEIOIIMMHU Ha HETO IIPaBo.

Paszpen I Knaccnpukanus u HCXOAHBIN YPOBEHb 3aIHMIIEHHOCTH HHPOPMANNOHHBIX
CHCTEM IEPCOHANbHBIX JAHHBIX AAMHUHHCTPAUKMH MYypPOMCKOIO CelbCKOI0 MOCeJIeHUA
Beaoropckoro paiiona Pecniyoiinku Kpbim

5. CoctaB u coaepkaHue yrpo3 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX OIMpEeeseTcs
COBOKYITHOCTBIO YCJIOBUH U (PAaKTOPOB, CO3JAIOIINX OMACHOCTh HECAHKLIIMOHUPOBAHHOIO, B TOM
YHUCJIE CIy4alHOI0, JOCTyIA K IEPCOHAJIBHBIM JaHHBIM.

COBOKYNHOCTb TakuX YCJIOBUH U (PaKTOpOB (OPMHUPYETCS C YyUETOM XapaKTEPUCTHK
NCIIdH, cBoicTB cpeabl (IIyTH) paclpocTpaHEHUs MHPOPMATHBHBIX CUTHAJIOB, COAEpIKaIINX
3alUIIAeMy 0 HHPOPMAIIHMIO, U BOZMOKHOCTEH HCTOUHUKOB YTPO3bI.

6. B zaBucumoctH OT 1eneil U conepkaHus 0OpaOOTKM NEePCOHANBHBIX JTaHHBIX
ocymecTBisieTcss ux oopadorka B ICII/IH pa3nuuHbBIX THIIOB.

7. UCI1 /11 00benuHs0oT 00001IIeHHBIE XapaKTePUCTHKU:

- o ctpykrype UCIIJIH: nokanbHble MHPOPMALIMOHHBIE CUCTEMBI M paclpe/eieHHbIe
UH(POPMAITMOHHBIE CUCTEMBI;

- [0 HAJIWYUIO MOAKIIOYEHHI K CEeTSM CBSI3M OOIEro MOJb30BaHUA U (WJIH) CETIM
MEXIyHApOIHOTO HWH(POPMAIIMOHHOTO OOMEHa: CHCTEMbI, MMEIOIIUE TOIKIIOYCHHS, U
CHUCTEMBI, HE UMEIOIINE MOIKIIOYEHU;

- 10 pPEeXuMy O0OpabOTKH TIEpPCOHANBHBIX JAaHHBIX B HWH(POPMAIIMOHHOW cHCTEME
nH(OPMAIIMOHHBIE CUCTEMBI: MHOTOTIOJIB30BATENbCKHE;

- 110 pa3rpaHUYECHUIO MPaB JOCTYIA MOJIb30BATENEH: CUCTEMBI C pa3rpaHUUYECHHUEM IIpaB
JOCTYTIA.

Bce Texunueckue cpeacra UCI/In Haxomstesa B mpeaenax Poccuiickoit @ enepanuu.

8. B 3aBHCHUMOCTH OT TEXHOJIOTHMH, COCTaBa W XapaKTEPUCTHUK TEXHHUYECKUX CPEJCTB
HCTI[IH, a Takke OMacHOCTH peaau3aliH yrpo3 0e30MacHOCTH MEPCOHANBHBIX MAaHHBIX U
HACTYIUIEHUS] TIOCIEACTBUN B PE3yJbTATE HECAHKIIMOHUPOBAHHOIO WJIM CIYyYalHOIrO I0CTyna
Bce UCIIIH MmoxxHO KiaccuduuupoBaTh Kak cienytomniue Tumsl UCITH:



- nokanbHpie MCII[IH, He wuUMeEMOIUME MOAKIIOUYCHHE K CCETAM CBSA3H 0OIIEro
MOJIb30BAHUS U (MIJIM) CETSAM MEXIYHAapOJIHOTO HH(OPMAITMOHHOTO 0OMEHa;

- pacupenenennsie MCII/IH, He wuMeromue MOAKIIOYCHUE K CETSAM CBSI3M OOIIEro
MOJIb30BAHUS U (W) CETAM MEXIyHApOIHOTO MHPOPMALIMOHHOTO OOMEHa.

9. Ucxonueiii ypoenb 3anuineHHoctu MCIIIH onpeneneH kak cpeqHuM, Tak KaK He
menee 70% xapakrepuctuk UCIIJIH cOOTBETCTBYIOT YPOBHIO HE HUXKE «CPEIHUII.

[Tokazatenu wncxonnoy 3zamuimen”Hoctu MCIIJIH onpenenensl B Ilpunoxenun 1 x
HacTosimerd Moaenu yrpos.

Paspen 111 Knaccupukanus akTyaabHBIX YIPo3 0€30aCHOCTH NMEPCOHAJBHBIX JAHHBIX

10. BO03MOXHOCTM HCTOYHHUKOB yrpo3 O€30MaCHOCTU MEPCOHAIbHBIX JIAHHBIX
00yCIIOBJIEHbl COBOKYMHOCTBIO CIIOCOOOB HECAHKIIMOHUPOBAHHOTO W (MJHM) Cly4yailHOro
JOCTylla K [EepPCOHAJIbHBIM JAaHHBIM, B pE3yJbTaT€ KOTOPOrO0 BO3MOXKHO HapylIeHHE
KOH(QUACHIUATBHOCTH (KONMUPOBAaHUE, HENPAaBOMEPHOE pPACIPOCTPAHEHUE), LEIOCTHOCTU
(YHUYTOXXEHUE, U3BMEHEHHE) U JOCTYIHOCTH (OJIOKMPOBAaHKE) IEPCOHAIBHBIX JIaHHBIX.

VYrpo3a 6e30MacHOCTH NEPCOHATBHBIX JAHHBIX PEATU3yeTCs B pe3ysibTaTe 00pa3oBaHUs
KaHajla peaju3aliy Yrpo3bl O€30MacHOCTH MNEPCOHAIBHBIX JaHHBIX MEXAY HCTOYHUKOM
yIpo3sl U HOCUTENEeM (MCTOYHMKOM) HEPCOHAJBHBIX JAHHBIX, YTO CO3JAeT YCJIOBHUS JUIS
HapyleHus: 0€30MacHOCTH MEePCOHAIbHBIX JTaHHBIX (HECAaHKLMOHUPOBAHHBIA MJIN CIIy4alHBIN
JOCTYII).

11. TIpu o6paboTke mepcoHanbHBIX NaHHbIX B JokanbHbIX MCII/IH, He umerommx
MOAKIIOUCHUSI K CETSIM CBSI3M OOINEro TOJIb30BaHHWS W (WJIM) CETAM MEXIyHapOIHOTO
uH()OPMAIITMOHHOTO OO0MEHa, BO3MOXXHA peaju3anus CIeAYIMHNX yrpo3 0e30macHOCTH
MEPCOHAIBHBIX JAHHBIX:

1) yrpo3sl yreuku nHpOpMAIIUU IO TEXHUYECKUM KaHaJlaM;

2) yrpo3sl  HECAaHKIMOHUPOBAHHOTO  JIOCTyNa K  TEPCOHAIBHBIM  JIAHHBIM,
o0pabaThiBaeMbIM Ha aBTOMaTU3MPOBAHHOM pabodyeM MecTe.

12. Yrpo3sl yTeuku MHGOpPMALUK IO TEXHUYECKUM KaHajaM BKJIIOYAIOT B ce0sl:

1) yrpo3sl yTeuku akycTHUecKo# (peueBoit) nadopmanuu;

2) yrpo3sl yTe4Kku BUA0BOI HH(pOpMaLnu;

3) yrpo3sl yTeuku WH()OPMALUU 10 KaHATY MOOOYHBIX 3JEKTPOMArHUTHBIX M3ITyYCHUN
Y HaBOJIOK.

13. Bo3HHKHOBEHHE yIrpo3 yTEYKH aKyCTHYecKoW (pedeBoil) uHpopMammwy,
coJiepIKalleicss HEMOCPEACTBEHHO B Mpou3HOCUMOM peun monb3zoBatesss MCIIJIH, BO3MOKHO
NPy HATMYHKM (PYHKIIMHA TOJIOCOBOTO BBOJA MepcoHanbHbIX AaHHBIX B UCII/H wim QyHKIMiA
BOCIIPOU3BE/ICHUS IEPCOHANBHBIX JAHHBIX aKycTuueckumu cpeacrsamu MCITJH.

14. Peanu3anust yrpo3sl yTeUKH BHIOBOW MH(OpPMANMU BO3MOXKHA 33 CYET MPOCMOTpa
MH(QOPMAIIUH C TOMOIIBIO0 ONTHYECKUX (ONMTHUKOIICKTPOHHBIX) CPEICTB C SKPAHOB TUCILICEB U
JIPYTHX CPEACTB OTOOPaXEHHWS CPEACTB BBIYMCIUTEIHFHOW TEXHHUKH, WH(HOPMAIMOHHO-
BBIYMCIUTEIBHBIX KOMIUIEKCOB, TEXHHYECKUX CPEICTBA OOpaOOTKH TpauuecKoi, BHICO- H
OykBeHHO-TIPPoBOI nHPOpManmu, Bxoasmux B coctaB UCIIIH.

15. VYrpo3er yreukn wuHGOpPMAaIUK IO KaHATy TIOOOYHBIX AIIEKTPOMATHUTHBIX
W3JIyYEHUH U HAaBOJOK BO3MOKHBI M3-3a HAJTUYUS 3JIEKTPOMAarHUTHBIX U3JIyYEHUW, B OCHOBHOM,
MOHHUTOpPA M CUCTEMHOI0 Oyioka KommbioTepa. OCHOBHYIO OMAacHOCTb MPEACTABISAIOT YIPO3bI
YTEUYKH U3-3a HAJUYUS 3E€KTPOMAarHUTHBIX U3JIyYEHU MOHUTOPA.



16. Yrpo3sl HecaHKIIMOHUPOBaHHOrO noctyna B JokanbHbiXx MCIIJIH cBs3aHbl C
IeUcTBUAMH HapymmuTenel, umeronux goctyn k UCIIH, Bxmtouas nmonb3oBareneit UCIIAH,
peanu3yromux yrpossl HemocpeactBeHHo B MCII/IH, a Takke HapymwuTeneid, He HUMEIOUINX
noctyna k UCII/IH, peanu3yromux yrpo3sl U3 BHEIIHUX CETEH CBSI3M OOIIETO MOJb30BAaHUS U
(unm) ceTelt MEXyHapOIHOTO HH(OPMAIIMOHHOTO 0OMEHA.

17. Yrpossl HecankuuonuposanHoro pocryna B MCIIJIH, cBs3aHHBIE C JAEHCTBUAMHU
HapywuTenei, umeromux gocryn k UCII/IH, BkiaroyaioT B cels:

1) yrpo3sl, peain3yemble B XOJ€ 3arpy3KH ONEpallMOHHOW CHCTEMbl M HalpaBlICHHbIC
Ha TIepexBaT TMapoyiel WIM HUACHTH(PUKATOPOB, MOAUPUKAIMIO 0a30BOM  CHUCTEMBI
BBOAa/BeIBOAA (BIOS), mepexsart ynpasieHus 3arpy3Koi;

2) yrpo3sl, peanu3yemble MOocje 3arpy3Ku ONepaluoHHON CUCTEMBI U HallpaBJICHHbIE Ha
BBINIOJIHEHUE HECAHKLMOHMPOBAHHOTO JOCTyHa C HPUMEHEHHUEM CTaHIAPTHBIX (QYHKIMN
(YHHYTOXXEHUE, KONUpOBaHUE, NepemelieHne, GopmMaTupoBaHue HoOcUTeled MH(pOpMalUu U
T.I.) ONEPALMOHHON CUCTEMbI WIIM KaKOW-TMO0 MPUKIAJHON MPOrpaMMbl (HallpuMep, CUCTEMbI
yopaBieHHus 0a3aMy JIaHHBIX), ¢ NPUMEHEHHUEM CIELHAIbHO CO3JIaHHBIX JJIS BBIITOJIHEHUS
HCJ] mporpamm (mporpamMm mnpocMoTpa ¥ MOJIU(HUKAIMK pPeecTpa, IMOMCKAa TEKCTOB B
TEKCTOBBIX (pailiiax u T.11.);

3) yrpo3sl BHEAPEHUS BPEIOHOCHBIX MPOTPAMM.

18. Yrpo3bsl HecaHKIIMOHUPOBAaHHOTO JocTyna B JokaibHbIX MCII/IH BKiIOUaOT B ce0s:

1) yrpo3sl «AHanu3za ceTeBOro Tpaguka» ¢ nepexBaToM MepeJaBaeMoi MO JIOKAJIbHON
ceTy uHpopManuu;

2) yrpo3bl BBISIBICHUS Taposieil;

3) yrpo3bl YJAJIEHHOTO 3aycKa MPUI0KEeHUH];

4) yrpo3bl BHEPEHUS IO CETHU BPEJOHOCHBIX ITPOTrpaMM.

Paznen IV Yrpo3sl yreukn nH(pOPMANNM M0 TEXHHYECKHUM KaHAJIaM

19. OCHOBHBIMU 3JIEMEHTaMH OMHUCAHUS YTPO3 YTEUKH WH(POPMAIUH N0 TEXHUYECKUM
KaHallaM SBJISIOTCS: HMCTOYHHMK YIpo3bl, cpeda (MyTh) paclpoCTpaHeHHs WH(DOPMATHBHOTO
CUTHAJa ¥ HOCUTENb 3alIUIaeMOl HHPOpMAIUH.

20. McrounnkaMu yrpo3 yTeukH HH(QOpPMAIMH 1O TEXHHYECKUM KaHaJlaM SBIISIOTCS
¢usnueckue nuua, He umeronue noctyna k UCII/IH, a Takke 3apyOekHbIe CHEICITy Obl WK
opraHuzalMi (B TOM YHCIE KOHKYPUPYIOLIME WM TEPPOPUCTHUECKHUE), KPUMHHAIbHbBIC
TPYIIUPOBKY, OCYIIECTBISAIOMIME TMepexBaT (CbhbeM) HHGPOPMAlUU C HCIOIb30BAHUEM
TEXHUYECKUX CPEJICTB €€ PETUCTpAIiy, TprueMa Uil GoTorpapupoBaHus.

21. Tlpm o6pabotke mnepcoHanbHbIX maHHBIX B WCII[H 3a cyer peanuzanuu
TEXHUYECKUX KaHAJIOB yTEUKH HWH(OpMAIMU BO3MOXHO BO3HHKHOBEHHE CIEAYIOIIHUX YIpPO3
0€3011aCHOCTH MEPCOHAIbHBIX JAHHBIX:

1) yrpo3bl yTeuku akyCcTU4YECKO# (peueBoit) nHpopMaInu;

2) yrpo3bl yTeUKH BUIOBON MH(POPMAIIHH;

3) yrpo3 yTeuku MHGOPMALMH MO KaHalaM MOOOYHBIX AJIEKTPOMArHUTHBIX M3Ty4YeHUN
Y HaBOJIOK.

22. Bo3HUKHOBEHHE yIrpo3 yTEUYKHM aKyCTU4YecKod (peueBoi) wuHOpMAIINH,
CoZIepIKaIlecss HEMOCPEACTBEHHO B Mpou3HocuMon peun mosb3oBarens VUCII/IH, Bo3mMoxHO
OpU HaTW4YMKU (QYHKIMHA TOJOCOBOrO BBOAA MepcoHanbHBIX NaHHbIX B MCIIJIH nmn ¢yHKIui
BOCIIPOM3BEICHUSI TIEPCOHANBHBIX JAHHBIX aKycTruueckumu cpeacrsamu MCITJH.



23. IlepexBaT akycTH4YecKoW (pedeBoil) WH(OpPMAIMU BO3MOXKEH C HCIOJIb30BAHHEM
anmnapaTyphbl, peTUCTPUPYIOIIEH aKkycTHYecKue (B Bo3AyXe) U BUOpOaKycTHUECKHE (B YIPYTHX
cpenax) BOJHBI, a TaKXKe JJIEKTPOMarHUTHBIE (B TOM YMCII€ ONTUYECKHUE) H3Iy4YEHHUS U
AJEKTPUYECKUE CHUTHANbI, MOAYJIUPOBaHHBIE HWH(OPMATHBHBIM aKyCTHUECKHUM CHTHAJIOM,
BO3HUKAIOIIUE 33 CUET MPEOOPa30BAHNN B TEXHHUYECKUX CPEICTBAX 00PaOOTKH MEPCOHAIBHBIX
JAHHBIX, BCIIOMOTaTEJIbHBIX TEXHMYECKMX CpPEICTBAaX WU CHUCTEMAaX U CTPOMUTEIIBHBIX
KOHCTPYKIHUSAX U MH)KEHEPHO-TEXHUYECKUX KOMMYHUKAIUAX 110J] BO3AEHCTBUEM aKyCTHUECKHUX
BOJIH.

[TepexBat akycTuyeckoi (pedueBoit) nHGOPMAIIMUA TAKKE BO3MOXKEH C MCIOJIH30BaHUEM
CHEIMANBHBIX JJIEKTPOHHBIX YCTPOHCTB CheMa pEUYeBOM HMHQPOpPMAIMM, BHEIPEHHBIX B
TEXHUYECKUE CpeacTBa 00pabOTKH MEPCOHANIbHBIX JaHHBIX, BCIIOMOTaTEIbHbIE TEXHUYECKHE
CpeICcTBa U CUCTEMBI M IOMEIEHUS WU NOAKIIOYEHHBIX K KaHAJIaM CBSI3U.

24. B UCII[lH yHKUMH TOJOCOBOTO BBOJA MEPCOHAJBHBIX JAHHBIX WIU (YHKIHHU
BOCIIPOM3BEJCHNSI IEPCOHAIBHBIX JAHHBIX AaKyCTHYECKMUMH CPEACTBAMH OTCYTCTBYIOT.
BeposiTHOCTB peanu3anuu yrpo3sl YTeUKH aKyCTHUECKOH (peueBoil) MHpopMaluu onpeaeacHa
KaK MaJIOBEPOSITHAS,, BO3MOYKHOCTh peaju3aluy yIpo3bl SBISIETCS HHU3KOW, I10Ka3aTellb
OIIACHOCTHU yIpO3bl - HEAKTyaJbHasl.

25. VYrpo3sl yTeuKd BHUAOBOH HHGPOpPMALMM pEATU3YIOTCS 3a CYET MPOCMOTpa
NEPCOHAJBHBIX JaHHBIX C MOMOIIbIO ONTUYECKUX (ONTHUKO3JIEKTPOHHBIX) CPEACTB C SKPAHOB
JUCIJIEEB W JIPYTUX CPEACTB  OTOOpa)XXeHHsl CPEACTB  BBIYMCIUTENBHOM  TEXHMKH,
MH(OPMAIIMOHHO-BBIYUCIUTEIbHBIX ~ KOMILJIEKCOB, TEXHHUYECKHUX  CpeACTB  00paboTKu
rpaduyeckoii, Buaeo- u OykBeHHO-IIM(PpoBoii nHpopmanuu, Bxoasmux B coctas MCII/H.

[IpocmoTp (peructpaiiysi) NEPCOHATBHBIX TAHHBIX TaKXKE€ BO3MOXKEH C MCIOJIb30BAHUEM
CHEIMAIBHBIX 3JIEKTPOHHBIX YCTPOUCTB CheMa, BHEJAPEHHBIX B CIIy)KEOHBIX NMOMEIIEHUSX WU
CKPBITHO HCIIOJNB3YEeMbIX (U3MUECKMMM JHUIIAMH TIPU TOCEHCHHH WMH CIY>KeOHBIX
IIOMEIIEHUH.

PaGoune mecra monb3oBareneit MCIIJIH opraHu3oBaHbl TaKUM 0O0pa3oM, 4TOOBI OBLI
UCKJIIOYEH CIy4yailHbId HpocMOTp MH(OpPMAlLMK € 3KPaHOB AaBTOMATH3MPOBAHHBIX pPabOUYMX
MECT.

26. BeposTHOCTh peanu3aiuy yrpo3bl YTEUKH BUIOBOW HHPOpPMAIUU OMpeaesieHa Kak
HU3Kasi, BO3MOKHOCTh peajH3alliil yrpo3bl SBISETCS CPEAHEH, MOKa3aTelh ONAaCHOCTH yTPO3bI
- aKTyaJIbHAs.

27. BO3HUKHOBEHHE Yrpo3bl YTEUYKH HWHPOpPMAIMK IO KaHalaM IOOOYHBIX
3JIEKTPOMArHUTHBIX M3JIyYEHHM M HAaBOJOK BO3MOJKHO 3a CUET IepexBaTa TEXHUYECKHUMH
CpeICTBAMH MOOOYHBIX (HE CBSI3aHHBIX C MPAMBIM (DYHKIMOHAIBHBIM 3HAYEHHEM 3JIEMEHTOB
NCII[1H) wHQOPMATUBHBIX JJIEKTPOMAarHUTHBIX TIOJEH W  DJICEKTPUYECKHX CHUTHAJIOB,
BO3ZHHKAIOIUX MPU 00pabOTKe MepCOHATBHBIX JAaHHBIX TeXHUY eckuMu cpeactamu UCIT/IH.

Bce anementsr UCIIJIH HaxoasaTCcsi BHYTPH KOHTPOJUPYEMOM 30HBI HA JIOCTATOYHOM
paccTosiHum oT ee Tpanuil. MHGOpMaTHBHEII CUTHAM B KaHaJIaX MOOOYHBIX AJIEKTPOMArHUTHBIX
W3JIyYEHUH ¥ HAaBOJIOK COBPEMEHHBIX CPEJICTB BBHIYMCIUTEIBHON TEXHUKU OYEHb HU30K, U OH
MAaCKHPYETCSI MHOKECTBOM JIPYTHX M3JIy4eHHH OT aBTOMATH3WPOBAHHBIX pabOdMX MecCT, He
cocrosimux B MCII/IH, a Taxke OT HPOYMX D3JIEMEHTOB COBPEMEHHOW HH(POPMAILMOHHON

UHPPACTPYKTYPHIL.

28. BeposTHOCTh pealn3aiii yrpo3bl YTEYKH WHPOPMAIMH MO KaHAJIaM MOOOYHBIX
AJIEKTPOMATrHUTHBIX M3JIyYCHUH M HABOJOK OMNpEIEICHAa KaK MaJIOBEPOSTHAs, BO3MOXHOCTb
peanu3anuu yrpo3bl SIBISETCS HU3KOM, MTOKA3aTe)Ib OMACHOCTH YTPO3bI - HCAKTYaJIbHAS.



29. O6o6menHas wHQOpPMANHS MO Yrpo3aM YTEYKH WHPOpPMAIUH 0 TEXHUYECKHM
KaHaJlaM TipejicTaBieHa B [Ipunoxxennn 2 k HacTosuieir Moaenu yrpos.

Pazgen V Yrpo3sl HeCAHKIMOHHMPOBAHHOIO A0CTYNA K HHGOpPMAaLMU B
HH(OPMANHMOHHBIX CHCTEMAX NEPCOHAJBHBIX JAaHHBIX AIMHHUCTPAIHMH MypoOMCKOro
ceJIbcKoro nocesjenus besgoropckoro paiiona Pecnydsmkn Kpbim

30. VYrpo3sl HecankuuoHupoBanHoro gocryna B HCIIJlH ¢ npumeHeHuem
IPOrpaMMHBIX M IMPOTPaMMHO-ANIApaTHBIX CPEJCTB PEANU3YIOTCS IPU  OCYIIECTBICHHUU
HECAaHKIIMOHUPOBAHHOTO, B TOM 4YHCJE CIy4YalHOIo, JOCTyIa, B PE3yJbTaTe KOTOPOIO
OCYILECTBJISIETCS HapylIeHHEe KOH(UIESHIUAIbHOCTH (KOMMUPOBAHHME, HECAHKLMOHUPOBAHHOE
pacnpocTpaHeHue), [eIOCTHOCTH (YHUUTOXKEHUE, U3MEHEHHE) U JOCTYMHOCTH (OJIOKHPOBaHHE)
NEPCOHANIbHBIX JAHHBIX, U BKIIIOYAIOT B CEOS:

1) yrpo3sl joctyna (IPOHUKHOBEHMs) B OIEPAllMOHHYIO Cpely KOMIIbIoTepa C
HCII0JIb30BAaHUEM HITATHOI'O MPOTPAMMHOI0 obecrneueHus (CpeACTB ONEpPallMOHHON CHCTEMbI
WIN IPUKJIAJHBIX IPOrpaMM OOIIEro MpUMEHEHHUs);

2) yrpos3sl CO3/JaHMsI HEMITAaTHBIX DPEXKHUMOB pabOThl NMPOTPAMMHBIX (IIPOTPAMMHO-
anmapaTHbIX) CpPEACTB 3a CYET MPEeJIHAMEPEHHbIX W3MEHEHUH CIyXKEOHbIX JaHHBIX,
UTHOPUPOBAHUS TPEIyCMOTPEHHBIX B IUTAaTHBIX YCIOBUSX OrPaHMYEHUH Ha COCTaB U
XapaKTepUCTUKH oOpabaTbiBaeMoil HH(pOpMaIMU, UCKaKEHUS (MOAU(PHUKALIMN) CAMUX JaHHBIX
U T.IL.;

3) yrpo3bl BHEIpPEHUs BPEJOHOCHBIX MporpamMm (IPOrpaMMHO-MATEMAaTUYECKOTO
BO3JICHCTBUS);

4) KOMOMHHPOBaHHBIE YTPO3bI, MPEACTABIAIONINE COOON COYETaHHE YTPO3, YKa3aHHbBIX
B MOANYHKTax | - 3 HacTOAIIEro myHKTa.

31. UcTtounukamu yrpo3 HecaHKIMOHUpoBaHHOTO foctyna B MCII/IH MoTyT OBITS:
1) HapyImIUTENH;

2) HOCUTEb BPELOHOCHOM MPOTPaMMBlI;

3) anmapaTHas 3aKjajka.

32. Ilo HanMuuIO NIpaBa MOCTOSIHHOTO WJIM Pa30BOI0 JOCTyNa B KOHTPOJIUPYEMYIO 30HY
NCIIIn HapymuTenu noapasaesstoTcs Ha J1Ba THUIIA:

1) napymmrenu, He umerontue aocryna k UCIIJIH, peanusyromue yrpo3sl U3 BHENTHUX
ceTeil CBsA3M OOIIETO TONB30BaHUS W (WIM) CeTe MEeXIyHapoJHOro HH()OPMAIMOHHOTO
oOMeHa, - BHELTHHE HapyLIUTENH;

2) napymurtenu, umeromue ngoctyn k WCII/H, Bkmrouas monb3oBareneid WMCIIJIH,
peanusyromye yrpossl HenocpeactseHHo B CII/IH, - BHyTpeHHUE HApYyLIUTENH.

33. Hocurenem BpeIOHOCHOW TIPOTpaMMbl MOXKET OBITh amnmapaTHBIA JJIEMEHT
KOMIIBIOTEpPA WM IIPOTpaMMHBIM  KOHTeWHep. Ecim BpenoHOCHas Iporpamma  He
ACCOIIMUPYETCS C KaKoW-TMOO MPUKIATHOM MpOorpaMMoi, TO B KadyecTBe €€ HOCHUTEIs
paccMaTpuBaroTCS:

1) oTuykmAaeMblii HOCHTEIb, TO €CTh AUCKeTa, onTmyeckuii auck (CD-R, CD-RW),
GIUI-IaMATh, OTYYKAAEMBbIi )KECTKHUI AUCK U T.I1.;

2) BcTpoeHHBIE HOCUTENU MH(MOpPMAIMU (BKECTKHE TUCKH, MUKPOCXEMBI OMEpPaTUBHON
MaMsITH, TPOIIECCOP, MUKPOCXEMbI CUCTEMHOM TIAThl, MUKPOCXEMBI YCTPONCTB, BCTPAUBAEMBIX
B CHCTEMHBIN OIIOK: BHAEOAJanTepa, CETeBOW IJaThl, 3ByKOBOM IMIaThl, MOJEMa, YCTPOICTB
BBOJIa/BBIBOZIa MATHUTHBIX JKECTKMX U ONTHUYCCKUX JTUCKOB, OJIOKa NHTaHWS W T.IL,
MHUKPOCXEMBI MIPSMOTO AOCTyIA K MaMATH, ITUH Mepefad JaHHbIX, IOPTOB BBO/IA/BBIBO/IA);

3) MHUKPOCXEMbl BHEIIHMX YCTPOMCTB (MOHHUTOpA, KJIaBUATypbl, IPUHTEpPA, MOJAEMA,
CKaHepa U T.II.).



34. Ecnm BpeooOHOCHas MporpaMMa acCOLMUPYETCs C Kakoi-nu0o NpHuKIaaHOM
nporpamMmoi, ¢ ¢aiiaMu, UMEIONIMMH OTPE/CIICHHBIE PACIIMPEHUS WM HHBIE aTpUOYyTHI, C
COOOILIEHUSIMH, TTEPEIABAEMBIMH 110 CETH, TO €€ HOCUTEISIMU SBIISIOTCA:

1) makeTsl nepeaBaeMbIX MO0 KOMIBIOTEPHOUN CETH COOOIIECHMUI;

2) (aiinsl (TEKCTOBBIC, rpadyuyecKue, UCTIONHAEMbIE U T.1.).

35. IIpyunnamu BosHukHOBeHM ys3sumocterd UCII/IH sBustores:

1) ommOKuM 0pH NPOEKTHUPOBAHWU U pa3pabOTKe MIPOrpaMMHOro (IMporpaMMHO-
anmnapaTHoOro) o0ecnedeHus;

2) npeaHaMepeHHbIE IEUCTBUS TI0 BHECEHHUIO YS3BUMOCTEH B XOJ€ MPOEKTHUPOBAHUS U
pa3pabOTKU MPOrpaMMHOro (IPOrpaMMHO-aINapaTHOr0) 00ecrneYeHms;

3) HempaBWIbHBIE HACTPOHMKM MPOrpaMMHOr0 oOecleyeHus, HElNpaBOMEpPHOE
U3MEHEHHUE PeXKUMOB pabOThl YCTPOHCTB U MPOTpaMM;

4) HeCaHKUMOHMPOBAHHOE BHEJPEHHE U HCIIOJIb30BAaHHWE HEYUTEHHBIX MPOrpamm C
HOCJIEAYIOUIMM HEOOOCHOBAHHBIM PACXOJIOBAaHHEM PECYPCOB (3arpys3ka mpolieccopa, 3axBat
ONEepaTUBHON MaMITH U MaMSTH Ha BHEIIHUX HOCUTEIIAX);

5) BHeApeHUE BPEIOHOCHBIX MPOTrpamMM, CO3JAIOUIMX YSI3BHUMOCTH B NPOTPaMMHOM M
IpPOrpaMMHO-aINIapaTHOM 00eCIIeYeHUH;

6) HeCaHKLIIMOHUPOBAHHBIE HEYMBIIIJICHHbIC NEHCTBHUS MOJb30BaTENEH, MPUBOJIALINE K
BO3HMKHOBEHUIO ySA3BUMOCTEM;

7) cOomn B paboTe ammapaTHOrO U MPOTPaMMHOTO obecrieueHus (BbI3BaHHBbIE COOSIMU B
3JEKTPONMUTAHUM, BBIXOJOM M3 CTpPOSl anmapaTHbIX 3JEMEHTOB B pe3yJibTaTe CTapeHHs U
CHUKEHUS HAJEKHOCTH, BHEIIHUMH BO3ACHCTBUSAMHU 3JIEKTPOMATHUTHBIX MOJEH TEXHHUUECKHX
YCTPOWCTB U JIp.).

36. VYrpo3pl noctyna (IPpOHUKHOBEHHUS) B OIEPAllMOHHYIO Cpely KOMIbIOTEpa H
HECaHKI[MOHUPOBAHHOTO JI0CTYIA K NEPCOHATBHBIM JAaHHBIM CBSI3aHbI C JOCTYIIOM:

1) k uHopManIMK U KOMaHaM, XpaHSIIUMCcs B 6a30Boi cucteme BBoja/BeiBoga (BIOS)
NCII/IH, ¢ BO3MOXXHOCTBIO TMEpexBaTa YyHpaBJICHUS 3arpy3KoMl ONEpallMOHHOM CHCTEMBbI U
MOJIy4EHHEM IPaB IOBEPEHHOTO M0JIb30BaTES;

2) B ONEpalMOHHYIO cpedy, TO €CTb B cpely (YyHKIMOHMPOBAHMS JIOKAJIbHOU
ONEpPallMOHHON cHucTeMBl OTAeNbHOro TexHudyeckoro cpexacrsa MCII/IH ¢ BO3MOKHOCTBIO
BBIMOJIHEHNUS HECAaHKLIMOHMPOBAHHOIO JOCTyla MyTeM BbI30Ba IITAaTHBIX IpOrpamm
OTIepAIIMOHHOW CHUCTEMBI WJIH 3aITyCKa CIeNHATbHO pa3padOTaHHBIX MPOTPaMM, pealn3yONINX
Takue JAecTBus;

3) B cpeny (QpyHKIMOHMpPOBAHHS NTPUKIAIHBIX TPOTpamMM (HANpUMeEp, K JIOKATbHON
CUCTEeME yIpaBiieHUs 0a3aMU JaHHbIX);

4) HemocpenCcTBEHHO K MH(pOpMaIH moyib3oBarens (K ¢aitiaM, TEKCTOBOH, ayauo- U
rpaduyeckoil MHGOpPMALIMHK, TOJIAM U 3aIMUCAM B IEKTPOHHBIX 0a3ax JAHHBIX) U 00YCIOBIIEHBI
BO3MOYKHOCTBIO HapyLIEHUS €€ KOH(UIECHINATbHOCTH, LIETOCTHOCTU U JOCTYITHOCTH.

37. B cnyuae ecnun UCII[IH peanu3oBaHa Ha 0a3e JOKaJIbHOW WJIM paclpeaesieHHON
UH(POPMAIIMOHHOM CUCTEMBI, TO B HEH MOTYT OBITh pEaJM30BaHbI YIpo3bl 0OE30MACHOCTU
UHGOpPMAIH ITyTEM HCIOJIB30BaHUS MPOTOKOJIOB MEKCETEBOTo B3ammojeicTus. [Ipu sTom
MOKET 00ecrneynBaThCsl HECAHKIMOHMPOBAHHBIM JOCTYH K IE€PCOHAJIbHBIM JaHHBIM MU
peaTn30BEIBATLCS YIpo3a OTKa3za B 00cimyxuBaHUU. OCOOCHHO omnacHbI yrpo3sl, korga UCIIIx
npeacTaBiseT co0oi pacnpeaeneHHy0 HH(POPMALMOHHYIO CUCTEMY, MOAKIIOUEHHYIO K CEeTAM
00mIero Mmob30BaHus U (M) CETSIM MEXIyHapOAHOTO HH(POPMAITMOHHOTO OOMEHa.

38. IlporpaMMHO-MaTeMaTHYECKOE BO3JICMCTBHE - HTO BO3JCHCTBHE C TOMOIIBIO
BPEIOHOCHBIX MTPOTPAMM.



[IporpaMmoii € MNOTEHUHAIBHO OMACHBIMH TMOCJIEACTBUSMH WA BPEIOHOCHOM
IpPOrpaMMOil HA3bIBAIOT HEKOTOPYIO CaMOCTOATENbHYIO Mporpammy (HaOOp HHCTPYKIIHIA),
KOTOpasi CIIOCOOHA BBITTOTHSTH JIF0O0E HEIyCTOE MOMHOKECTBO CISAYIOMIHUX ()yHKITHA:

- CKpBIBAaTh MPU3HAKU CBOETO MPHUCYTCTBHS B IPOrPAMMHOMN Cpeie KOMIBIOTEpPa;

- o0mamaTh COCOOHOCTHIO K CaMOIyOIMpOBaHHUIO, ACCONMUPOBAHUIO CE0sl C IPYTUMHU
nporpaMmMamMu M (WJM) MEPEHOCYy CBOUX (PParMEHTOB B MHbIE 00JIACTH ONEpPaTHMBHOM WU
BHEIITHCH IaMSITH;

- paspymarh (MCKaXkaTh MPOM3BOJIBHBIM 00pa3oM) KOJ MpOrpaMM B OINEPAaTUBHOMN
naMsTy;

- BBINOJHATH 0€3 MHHUIMHMPOBAHUS CO CTOPOHBI IOJb30BaTeNs (MOJIB30BATENBCKOM
IporpaMMbl B LITATHOM PEXHUME €€ BBIINOJIHEHHS) IEeCTPYKTUBHbIE (YHKIUHU (KOMHPOBAHUE,
YHHUTOKEHUE, OJIOKUPOBAHHE U T.I1.);

- COXpaHATh (parMeHTsl HH(pOpPMALUU U3 ONEPaTUBHOMN NaMsATH B HEKOTOPBIX 00J1acTIX
BHEIIHEH MaMATH MPSMOTO0 J10CTYyIA (JIOKAIbHBIX WIH yAAJCHHbBIX);

- UCKa)KaTh MPOU3BOJIBHBIM 00pa3oM, OJIOKUPOBATH U (MJIM) MOJMEHATH BHIBOJUMBIN BO
BHEIIHIOK NaMATh WIM B KaHaj CBA3M MacCUB MH(OpManuu, oOpa3oBaBLIMICS B pe3yJibTaTe
paboThl NPUKIAJHBIX IMPOTPAMM, WIM YXKE€ HaxXOJSUIMecs BO BHEIIHEH MaMsITH MacCUBBI
JAHHBIX.

39. OO6o6menHas wuH(pOpManMsg MO yrpo3aM HECaHKIMOHMPOBAHHOIO JOCTyHa K
uHbopManu B HMH(DOPMAIIMOHHOW CHUCTEME IMEPCOHAIBHBIX JaHHBIX TIPEJCTaBIICEHA B
[Ipunoxenuu 3 k HacToset Moaenu yrpos.



[Ipunoxenue 1

K Mojenu yrpo3 0e30nacHOCTH
MEePCOHANBHBIX JaHHBIX MTPH UX
00paboTke B MH(GOPMAIIIOHHBIX
CHCTEMaXx TEePCOHAIBHBIX JaHHBIX
aAMMHUCTpaLUU MypOMCKOTO CEIbCKOTro
nocesieHus beaoropckoro paioHa
Pecny6iuku Kpsim

MOKA3ATEJIM UCXOJIHOM 3AIIUIIEHHOCTU HH®OPMAIIMOHHBIX
CUCTEM HEPCOHAJIBHBIX JTAHHBIX A/IMUHUCTPALIUU MYPOMCKOI'O
CEJIbCKOI'O INIOCEJIEHUA BEJTOTOPCKOTI'O PAMOHA PECITYBJIMKH KPBIM

TexHUYecKue U KCIUTYyaTallMOHHbBIE XapaKTePUCTUKHU YpoBeHb
3aIUIIEHHOCTH

1. [To TeppuTOpHaibBHOMY pa3MENICHUIO Cpennuit
2. 1o HaIMuYKIo COEINHEHUS C CETSIMHU OOIIErO TOJIHb30BAHUS Cpennuit
3. ITo BcTpoeHHBIM (JIETaIBHBIM) OIIEPAIUsIM C 3alucsIMu 0a3 Cpennuit
MEPCOHAJIBHBIX JIAHHBIX
4. Tlo pasrpaHn4eHuIo JOCTyMa K MePCOHAIBHBIM JaHHBIM Cpennuit
5. Ilo HanW4MIO COENUHEHUH C IPYTUMU 0a3aMu MEePCOHATBHBIX JaHHBIX Bricokunii
VHBIX HHPOPMAIIMOHHBIX CUCTEM NEPCOHATIBHBIX JIAHHBIX
6. I1o ypoBHI0 000011eHUs (00€3TMUMBaHNs) NEPCOHATBHBIX JAHHBIX Cpennuii
7. ITo 06beMy MepCOHATBHBIX TAHHBIX, KOTOPHIE MPEIOCTABISIOTCS Bricoknii
CTOPOHHHUM ITOJIH30BATEISIM HH()DOPMAITMOHHBIX CUCTEM MTEPCOHATBHBIX
JTAHHBIX 0€3 peaBapuTeNIbHON 00pabOTKU




[Tpunoxenue 2

K Mojenu yrpo3 0e30nacHOCTH
MEPCOHAJIBHBIX JIAHHBIX MIPU UX
00paboTke B MH(GOPMAIIIOHHBIX
CUCTEMaX MEePCOHATbHBIX JAHHBIX
aIMUHUCTpalM MypOMCKOIO CElIbCKOro
rocesnenus benoropckoro
paifona Pecriy6mnuku Kpbim

OBOBILHIEHUE UH®OOPMALIUHA 11O YTPO3AM YTEYUKU UHO®OPMALIUU 11O
TEXHHUYECKHUX KAHAJIAM

HaumenoBanu BepositHoCTh Bo3moxxkno | OmacHoc | AKTyaiabHOC Mepsl 1o
€ YyIpOo3bl peanu3zanuu CTb Tb Tb YIPO3bl IIPOTUBOJIEHCTBU
yTPO3bl peanu3any | yrposbl 0 yrpo3e
U YIpO3bl
Yrpo3sl yTeuku HHGOOPMALIUK IO TEXHUYECKUM KaHaJaMm
Yrpo3sl MaiosepostHa Hu3skas Cpenusis | Heakryanbn He tpebyrotes
YTEUKHU A ast
aKyCTHUYECKOU
nHdopmanuu
Yrpo3sl Huskas Cpennsiss | Cpennsist | AxTyanbHas [Topsnox
YTEUKH oOpaleHus co
BHJIOBOM CITy>keOHOM
UHpOpMALIUU uHpopmanuen
OTPaHUYEHHOTO
JIOCTyna
Yrpo3sl MarnogeposiTHa Hwuzkas Cpennsiss | HeakryanbH He tpebyroTcs
YTEUKH s ast
uHbOopMauu
M0 KaHajam
MOOOYHBIX
JJIEKTpOMarH
WUTHBIX
U3JIy4YCHUN U
HaBOJIOK




[Tpunoxenue 3

K Mogenu yrpo3 6e30macHOCTH
MEePCOHANBHBIX JaHHBIX MTPH UX
00paboTke B MH(GOPMAIIIOHHBIX
CHCTEMaX MEePCOHAIBHBIX JTaHHBIX
aAMMHUCTpaLUU MypOMCKOTO CEIbCKOTro
IIOCeJIeHUs benoropckoro paiona

Pecny6iuku Kpsim

OBOBHIEHHASI THOOPMALMS 1O YT'PO3AM HECAHKIIHOHUPOBAHHOI'O
JOCTYIIA K UH®OPMALIUU B UTHOOPMAIIMOHHOU CUCTEME
HHEPCOHAJIBHBIX TAHHBIX

HaumenoBanue BepositHocts | Bo3mo Omnac | AKTyaJIbHO Meps! o
yIpo3bl peayi3alMd | JKHOCTb | HOCTb | CTb YIpo3bl | IPOTHUBOJEHCTBUIO yTpO3€
yIpo3bl peanus | yrpos
anuu bl
YIpO3bl
YTpo3bl HECAHKIIMOHUPOBAHHOT'O IOCTYyTa K HH(pOpMauy B HHPOPMAITMOHHON CHCTEME
IIEPCOHAJIBHBIX JaHHBIX
Yrpo3sl, Huskasn Cpennst | Cpen | AkryanbHa [Ipumenenue
peannsyeMsble B A HSS A CepTUPHULMPOBAHHBIX
XO/JI€ 3arpy3Ku CPEICTB 3aIUThI
OllepallMOHHON UHpOpMAaLUU OT
CUCTEMBbI HECaHKIIMOHUPOBAHHOI'O
JocTyna
Yrpo3sl, Huskas Cpenns | Cpen | AkryanpHa [Ipnmenenue
peannsyeMsble o HSS o CepTUPHUIMPOBAHHBIX
TIOCJIE 3arpy3KHu CPEICTB 3aIUThI
OllepallMOHHON uHpOpMaLUU OT
CUCTEMBI HECaHKI[MOHUPOBAHHOI'O
JI0CTyIa, HHCTPYKLIMS
M10JIb30BaTEISI
nH(pOpMaAITMOHHOM
CUCTEMBI IEPCOHAJIBHBIX
JAHHBIX
Yrpo3sl Huskas Cpenns | Cpen | AxkryanpHa [Ipnmenenue
BHEJIPEHHUS o HSs o CepTUPHUIIMPOBAHHBIX
BPEIOHOCHBIX CPEICTB 3aIUThI
IIpOrpaMm uHpOpMAaILUU OT
HECAaHKIIMOHUPOBAHHOTO
J0CTyTa, aHTUBUPYCHOTO
MIPOrpaMMHOTO
obecreyeHus
Yrpo3bl Manogeposar | Cpennus | Cpen | Heakrtyans He tpebyercs
«Ananmuza Hast Py HSAS Hast
CETEBOIO
TpaduKa
Yrpo3sl Huskas Cpenns | Cpen | AkryanbHa IIpumenenue
BBISIBJICHUS s HSs s cepTU(ULIMPOBAHHBIX
naposeu CPEICTB 3alLIUThI
nH(popMaluu OT
HECaHKLMOHUPOBAHHOIO




J0CTyIa, UHCTPYKIIHS
HOJIb30BaTEs
MH(pOPMaLMOHHON
CUCTEMBI NIEPCOHATIBHBIX
JAHHBIX

Yrpo3b1
yAaJIE€HHOTO
3arycka
MPUITOKEHUM

Huskasg

Cpenus

Cpen
HSS

AKTyanbHa
s

[Ipumenenue
cepTU(UIUPOBAHHBIX
CPEACTB 3aIIHUTHI
uHpopmaIuu ot
HECaHKIIMOHUPOBAHHOTO
JOCTyTa, UHCTPYKIIHS
M0JIb30BATEIIS
nH(}OpMaAITMOHHOM
CUCTEMBI TIEPCOHAITBHBIX
JTAHHBIX, UHCTPYKIIUS
aJIMAHUCTpaTOpa
nH(pOpMaAITMOHHOM
CUCTEMBI TIEPCOHAITBHBIX
JAHHBIX

Yrpo3bl
BHEPEHUS 110
ceTu
BPEIOHOCHBIX
nporpamm

Huskasg

Cpenus

Cpen
HSS

AKTyanbHa
s

[Ipumenenue
cepTU(ULIUPOBAHHBIX
CPEACTB 3aIIHUTHI
uHpopmaIuu ot
HECaHKIIMOHUPOBAHHOTO
JOCTyTa, UHCTPYKIIHS
MIOJIb30BATEIIS
nH(pOpMaAITMOHHOM
CUCTEMBI TIEPCOHATBHBIX
JAHHBIX




